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Your name:							

Policies:
· Submissions made through a means other than the D2L Assignment Folder will be ignored and earn a 0.
· Submissions without your name stated above earn a 0.
· Submissions with the original questions and/or formatting removed from the file earn a 0.
· Submissions without adequate references or acknowledgements will earn a discounted grade, potentially a 0.
· Submissions that I can not open or require a password will earn a 0.
· Second chances might be requested at any time through D2L email, and are awarded at the sole discretion of the instructor.

Being successful in this course requires you to use IT policy to create value and meet business need and requirements.  This module intends to aid you in doing so.

Readings for this assignment:
· LM3 Readings ReadMe file and linked readings
· Self-selected research readings on the web
· Materials you developed and/or used from prior or current courses, focusing on those from the MSIT

Actions/Deliverables for this assignment:
· Read as per above
· Respond to this assignment within the file (leaving all questions and formatting intact). Save your file.
· Deliverable: Upload your response using the D2L Assignment Folder
· Deliverable: Make entries on the Module 3 Discussion

Q1- 20 points) Identify and define ten key terms and concepts pertinent to IT policy (start with the five given here and add five more). Cite all references. Add as appropriate to your IT Professional Tool Kit. 

1. Business Policy-
2. IT Policy-
3. IT Policy Framework-
4. Government Regulation, e.g., FERPA, GLBA or HIPPA-
5. Fact Sheet (aka Cheat Sheet), e.g., NIST Financial Sector Access Rights Management:  https://www.nccoe.nist.gov/sites/default/files/library/fact-sheets/fs-arm-fact-sheet.pdf-

6. (list)
7. (list)
8. (list)
9. (list)
10. (list)


Q2- 15 Points) Do some research into relationships between IT framework(s) and IT policy.  The NIST Cybersecurity Framework (NIST-CF) [1] is an example framework that arose because of the need to standardize for effective cybersecurity and cybersecurity policy. Other frameworks include COBIT, ITIL, etc.  Cover at least one framework (if in doubt, use the NIST-CF) and two relationships (e.g., NIST-CF arose to help organizations to more effectively manage User Access Rights to their IT). Cite your references. Add as appropriate to your IT Professional Tool Kit. 

Framework:

Relationship with IT policy:


Framework:

Relationship with IT policy:


Q3- 15 Points) After reading the LM3 readings and searching the web for IT policies, it is easy to get the impression that IT policy is mostly or even only about cybersecurity. Although cybersecurity is rightly a primary and major focus of IT policy, it is not the only focus. Do some web research on another potential focal area of IT policy and find whether there are policies in that area. Read and write up to one page of review of one or two policies here. If you don’t know what to look for, search: “IT ergonomics policy” and you will find many, mostly from government and universities.  Cite your references. Add as appropriate to your IT Professional Tool Kit. 

Q4- 15 Points) After reading the LM2 and LM3 readings and searching the web for information on IT strategy and IT policy, you probably have concluded that there are many similarities between the two but also some differences. Complete the listings below with the two or three main similarities and the two or three main differences. Include details and justifications. Cite your references. Add as appropriate to your IT Professional Tool Kit. 

Main Similarities-
· Both IT strategy and IT policy aim to maximize IT’s contribution to an organization’s business value. (add details and justification)
· Second similarity
· Third similarity

Main Differences-
· IT strategy sets what IT does, that is, outcomes and goal; IT policy sets (constraints on) how IT does it, that is, guidelines, procedures, methods, regulations and standards. (add details and justification)
· Second difference
· Third difference

Q5- 15 Points) Complete as below- The NIST Cybersecurity Framework [1] was first articulated in 2014 in response to President Obama’s Executive Order 13636. The intention was to provide a common, rigorous framework for organizations to protect their own as well as the nation’s critical infrastructure through risk management processes as well as other best-practice methods used in IT.  Its stated features and intentions were stated as:

“Building from those standards, guidelines, and practices, the Framework provides a common taxonomy and mechanism for organizations to: 

1) Describe their current cybersecurity posture; 
2) Describe their target state for cybersecurity; 
3) Identify and prioritize opportunities for improvement within the context of a continuous and repeatable process; 
4) Assess progress toward the target state; 
5) Communicate among internal and external stakeholders about cybersecurity risk… 

The Framework complements, and does not replace, an organization’s risk management process and cybersecurity program. The organization can use its current processes and leverage the Framework to identify opportunities to strengthen and communicate its management of cybersecurity risk while aligning with industry practices. Alternatively, an organization without an existing cybersecurity program can use the Framework as a reference to establish one.”

As can be seen, this framework can be used flexibly by any organization to effectively set IT policy for its IT function in a manner compliant with best practices compliant with recommendations of the US Government. That has definite advantages and value for the IT profession, including… (completion of up to one page is left to the student).

Transfer information as appropriate to your IT Professional Toolkit, e.g., into the guidelines. Don’t forget to cite your references.


Q6- 10 Points) Read at least two external references and add them here and to your IT Toolkit initial annotated bibliography [2] using your chosen approach. (You will include two entries in your discussion posting.)

Q7- 10 Points) Lab Exercise Question:
· Review and summarize your ideas about the usefulness for your IT Professional Toolkit of a set of tools, techniques, frameworks and best practices for IT policy.
· Summarize your approach to constructing and using an annotated bibliography for your IT professional practice.
· Post an additional two entries for your annotated bibliography.
· Also, please enter your answers on the Module 3 Discussion.
· Also, optionally add this review and summary information to your class BLOG, Quarterly Reports, course resource list discussions, toolkit, professional perspective presentation and any other repository or publication vehicle with value to you as an IT professional.

Q8- 0 Points) List any questions or requests to help make this a successful course for you.  

Sources and works used in completing this exercise:
(Please add your list of additional sources too.)
1. NIST Cybersecurity Framework, 2018. Retrieved from https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf on January 3, 2022. 2022 Portal is at: https://www.nist.gov/cyberframework retrieved on January 3, 2022.
2. Cornell University Library Tutorial on Annotated Bibliographies: Retrieved from http://guides.library.cornell.edu/annotatedbibliography on January 3, 2022.
Please complete the following:
___ I did not use any method of citation (maximum B on the assignment).
___ I used the ACM approach and have cited my references as I went in the text and also listed them at the end. 
___ I used the APA approach and have cited my references as I went in the text and also listed them at the end.
___ I used the MLA approach and have cited my references as I went in the text and also listed them at the end.

Acknowledgements of people (and other exercise submissions) used in completing this exercise:
image1.png




image2.svg
                   


