IT 4723: IT Policy and Law

Discussion Assignments

Below are seven discussion topics and related materials. 

Discussion 0 – Introduce yourself to the class and more.

Welcome to IT Policy & Law!  You have no doubt written a lot of these introductions before making it to this class, so this one is meant to be a little different.  To start off the class with a little controversy and political debate -- please give a short introduction of yourself and post your opinion regarding the law and IT -- how much regulation should be required of companies to enforce privacy and what should be the repercussions if a company does not comply?  Currently they are fined -- is that working? Please post your opinion.

Discussion 1 – Discuss Case 1 (see the document “Cases) and answer the following questions:

1) Write 2 pages on the history of Kevin Mitnick, what he was accused of doing, how he was caught, and his punishment.
2) How did this case affect the legal system and hacking?  (at least a paragraph)
3) Do you think that Kevin Mitnick acted ethically?
4) Do you think that his punishment was severe enough?
5) How do you feel about his current occupation?

Discussion 2 – Corporate social responsibilities

Research either Microsoft or Google’s CSR and explain what their CSR policy is and why it is effective.  Give examples of how they implement their policy.  (50 points for your post, 25 points each for reply to another student - possible total 100 pts; remember to cite your resources in MLA or APA format)

Discussion 3 – Online Reviews

Do you trust online reviews? Find “Consumer review fairness act: what businesses need to know” on https://www.ftc.gov/tips-advice/business-center/guidance/consumer-review-fairness-act-what-businesses-need-know. What are your opinions regarding online reviews?  Who regulates online reviews (if anyone)? What could be done to make them more valuable?



Discussion 4 – Criminal Law

Read the three cases listed on the site for DHS https://www.dhs.gov/cyber-crime-cases.  Pick one of these cases and research if any other related cases have taken place (anywhere in the world) in the last 2 years.  Cite those cases and give a summary of at least one of them.

Discussion 5 – Intellectual property, patents, trademarks

Read the article about the case involving Tom Petty and Sam Smith: https://consequenceofsound.net/2015/01/tom-petty-awarded-songwriting-royalties-for-sam-smiths-stay-with-me/ Write a summary paragraph of the case.  With the sheer volume of music now available online for listeners to enjoy, what do you think the chances are of creating an absolutely original sound without some resemblance to an already published work?  Now, think about coding instead of music -- is there a similarity? Give your thoughts on when (and if) code should be copyrighted as intellectual property.  How would that affect your ability to "cheat" by looking up snippets of code on reddit or stack overflow; given the fact that copying someone else's code as your own is already considered plagiarism. 

Discussion 6 – Tort Law and product liability

Read the information found in this article “The Intelligence to shape a changed world” (https://www.bloombergindustry.com/) or this article “Artificial Intelligence has changed our world” (https://wsimag.com/science-and-technology/64215-artificial-intelligence-has-changed-our-world) and write 1 page related to your thoughts on what the implications are for the Internet of Things and Tort cases that could possibly result.  How do you think things should change?  Being in the technology field, how do you feel about companies limiting their liability for software that could cause harm? What do you consider harm? 

Discussion 7 – Cybercrime and social media

Read this article “Social Media: Misinformation and content moderation issues for Congress” (https://crsreports.congress.gov/product/pdf/R/R46662) and “A Failure to Regulate? The Demands and Dilemmas of Tackling Illegal Content and Behavior on Social Media” (https://vc.bridgew.edu/cgi/viewcontent.cgi?article=1003&context=ijcic). Give a synopsis, including your opinion about possible future regulations for social media platforms and the users of social media.  Take into account the cyber bullying, hate talk, etc. that takes place and, in some cases, promotes suicide.  Even though free speech is a constitutional right, at what cost?  There are other ethical concerns for social media and its use as well -- give your opinion based on all these scenarios.
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