

IT 4723: IT Policy and Law
Syllabus
Course and Instructor Information to be provided in here.
Course Description
Credit Hours: 3-0-3 (3 hours of lecture, 0 laboratory hours, 3 credit hours)
This course covers current policies and law, and ethical, legal, and social issues in IT through lectures, discussion, research, and case studies. Topics include copyright, patents, trademarks, trade secrets, computer ethics, computer crime, computer abuse, cultural impact, web issues, information warfare and current legislation.
Student Learning Outcomes 
Upon successful completion of the course, students will be able to: 
1. Discuss law & its development in US history. Analyze, synthesize, and develop policies, including responsibility, accountability, and liability for an IT organization.
2. Explain ethics and social responsibility of IT, and develop ethical standards and practices for IT.
3. Discuss and understand the American Legal system, Contract Law, and Product Liability-including warranties, audit practices, including financials, operations and security, e-commerce law, and e-contracts.
4. Outline internet law, intellectual property law, and privacy and cybercrimes.
5. Discuss Torts & liabilities.
6. Describe the protections provided by the Anti-Cybersquatting Consumer Protection Act (ACPA). 
7. Discuss e-contract and e-licensing.
Reference Texts: 
The following two free online textbooks could serve as reference texts for the students
· “Business Law and the Legal Environment” https://saylordotorg.github.io/text_business-law-and-the-legal-environment-v1.0-a/index.html 
· “Advanced Business Law and the Legal Environment” https://saylordotorg.github.io/text_advanced-business-law-and-the-legal-environment/ 
Class Design: 
There are 8 units in the course. The individual assignments (40% of the final grade), graded discussions (30% of the final grade), and two exams (30% of the final grade). 


Sample Course Schedule
The course schedule is tentative. Please check on the course calendar for updates. “Homework” could include either written assignment or discussion assignment, or both.

	Week#
	Start Date
	D2L Learning Module
	Due in D2L
	Due Date

	1
	
	Module 1: Introduction to the legal system
	Introduction discussion
Homework
	

	2
	
	Module 2: Courts, the legal process and corporate social responsibility
	Discussion 2
Assignment 2
	

	3
	
	Module 3: Constitutional law and US commerce
	Discussion 3
Assignment 3
	

	4
	
	Module 4: Criminal law, cybercrime, emerging technologies. Exam 1 review
	Discussion 4
Assignment 4
	

	5
	
	Module 5: Intellectual property, patents, trade secrets, copyrights, and trademarks
	Exam 1
Discussion 5
Assignment 5
	

	6
	
	Module 6: Torts, contracts, and product liability
	[bookmark: _Hlk9281098]Discussion 6
Assignment 6
	

	7
	
	Module 7 & 8: US legal system and global internet law, privacy, crypto currency, cybercrime
	Discussion 7
Assignment 7
	

	8
	
	Module 7 & 8 cont’d. 
Exam 2 review
	
	

	9
	
	-
	Exam 2
	


Course Policies and Resources (Provided by the Instructor)
Expectations/Class Participation 


Class Communication Rules

Late Assignments 
 
Student Responsibility 

Plagiarism Policy 


Grading
To be provided by the instructor.
Resources
Resources related to the University writing center, library, tutor, online resources etc., to be provided by the instructor.
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