Module 12: Resources - Rootkit

	Learning objective

	In this module, you will learn about IoT, malware and inspecting malware packets in Kali Virtual Machine.



IoT and Malware
IoT is advancing into every appliance or device to become connected effortlessly. With a new level of connectivity will also bring in a new set of problems. Malware is a strong set of attacks that will make a set of applications very stagnant that can cause many issues. With new set of IoTs being implemented to items such as cameras to speakers, new malware will find more methods to gain access to them. With the structure of connectivity and compute requirements is of these IoT devices vary widely, they all have a common need: strong security.
     Malware in IoT has been around for years since the growth of technology has expanded from desktops to mobile devices. Software is out there to prevent these attacks from happening. With breakthroughs in IoT that can go from your jobs to home, malware is still a big issue pertaining to the protection of a system. Attackers will thoroughly look into finding vulnerabilities from weak passwords, the lack of encryption and potential backdoors. 
     IoT security has been overlooked in some areas such as encryption, they do not usually get apart of the design. These are complex networks of devices and sensors that collect and exchange data over networks and the cloud. With more and more data being exposed to more and more applications, security is a major challenge for IoT developers. With this issue there must be methods to start to focus on protecting data encryption. IBM has found out when it comes to encryption is that the payload data has to be secured. The table below will show how implementing a payload encryption can be helpful and show the disadvantages of this being implemented.

Malware Inspection 
Disclaimer: Malware may be able to traverse the LAN to other devices and should therefore be segmented physically or logically. In this case, the lab is conducted entirely through VMs on a host machine running Windows Hyper-V. All VMs are relegated to a private virtual switch that has no access to either the host machine or internet connectivity. Under no circumstances should the victim machine be provided network access when executing malware samples. There are ethical and potentially legal ramifications to knowingly allowing malware to run and potentially attack devices out in the wild.


Analysis VM – Kali Linux
Begin by making sure that you’re running the most recent version of Kali.
apt-get update
apt-get upgrade
[image: https://lh5.googleusercontent.com/RckO9ETA-1kkEesMELoMpvj-elZcZA-pXjttaROSVABHcrZBKLFVJVZ0FTZ210sXXUt79DRMYRvcWZwT3v411YooHzSiRpBlvj9a1DtkK_JgYae_6716RABw3Ke9Iz8wblsJquht]
Ensure that the latest version of INetSim is installed.
apt-get install inetsim
[image: https://lh4.googleusercontent.com/CpoNWZb-C40DEDB2wqHSnKa3v3L4KQBpKQchv85o_7q8P1Y1og63l4_nfyMFXf9FrDIZjnzrPJLRtTXCAmude2z9AI94tng0oQZAsXJq5LWh6jGm5jzPCfik7Tn3e_9s40KI3kTA]
Because certain Malware use things like SSL to obfuscate their traffic, we’re going to use Burp Community Suite as a proxy to intercept https requests.
apt-get install burp
[image: https://lh3.googleusercontent.com/hS6MTd6O27VtBNVnEI__QZa0ZQ1BidpFGH0unWIFOeezOx2481mamifXzQ8gmF_HMNQRorvyXPWF8UdLgJAE7EVSmdO8kj6G4vKfb80fipMRgiV_6W1prhS9xB6z8gko_AhL4jMt]
Wireshark comes installed by default on the Kali distribution so there’s limited setup necessary for this application.
INetSim Configuration
The 'service_bind_address' and 'dns_default_ip' should be set to the IP of the machine running INetSim. In this case, it’s 172.16.66.1. Start by navigating to '/etc/inetsim/' and editing 'inetsim.conf' Remove the # and type in the IP of the machine running INetSim.
[image: https://lh5.googleusercontent.com/IccFD4RqdkBOk6QlLRThp0wlVMlaC65zh4DgBut49NVILyzokPW4QA1hBAQtSlqhMWZYIAXAFc3_0LtcsQzNZ6ZQIpWcX3-Y9BXbikSdFIbs5rlZ2k6Csa9GUEIyMcbrLXnOxuVd]
[image: https://lh5.googleusercontent.com/QLiTuxynwPRpt553LSviwIrw_3Kh2jJOa0faT-oxDIZMZUPJhXmRzIxTE8B_ySCbWcFwmLBNHuLCKH3a0SMU43F51kCdB4Su46P_QgRKcw0GEy3saewet6LKMsNIULmmhlOMVzdx]
[image: https://lh4.googleusercontent.com/p-8zZdW2AhXU7yfvbVo-m1NEsqs3IRgXlEN4H-8H90NL-IVVkwUc86gJKjz-6Y1u9RGy0uDbtoBYZ3j7ssmIpNAOm0Q4VFxl9iDTuPilqsCDbdkNkKUbgknYSqa2crxFGswhn0tJ]
We’ll set up HTTPS connections on port 8443 since we’re going to redirect from Burp Suite later on.
[image: https://lh4.googleusercontent.com/6SajV4_a2JJV4w1jkQlgyk8_gwLSG3YhMpeSbJpLFnbLkCKhAL9c1H3gJAcmKDVyBJ9QEV8tSLUyJ8GvDa-Kpjs_Qow4AgE3ACbqVD03lF00UNe6tbmMd6z5Eo0lpAJDER1e0KjC]
Burp Community Suite Configuration
Select the Proxy tab and turn off intercept as this will require user intervention instead of accepting all connections.
[image: https://lh6.googleusercontent.com/EaFPMDHJGdHdwtFrOpdl9NCsJxGEx5J8TokbExkITrimMoGeSBgQDqwrIbcP60qdCiouUcHKLak33ao4305vvHT_C2OdFDJ8fmZfowiDkZ2qdkXcvlRh9AS2mNzAXJ8qrp_Casb9]

Select Options and edit the default entry under Proxy Listeners.

Under 'Binding' your settings should look like this:
The 'bind to port' and 'bind to address' define what port and interface we want to listen for connections on. In our case, we want to listen to any SSL connections that malware may create over port 443.
[image: https://lh6.googleusercontent.com/OZUnQX9Z0Hsq35zP8i11gvsGh8pYtUcNJIuKj4visjt1Zw3K5ZIN-FP_YAEGKqkHJW03YBUfXpJuQKG9Lg3VqHRRKx_cyvDeomeHrx-o5FJR_x1Ye3gXI7mjpVQSsuLKfTP2PL56]

Change the host and port direct to 'localhost' and 8443 respectively. Check the 'support invisible proxying' option.
[image: https://lh3.googleusercontent.com/2Sfgl8IpdbB3CB9txRt2RkIYTu0CvkrPHqP83mcqJNBMSm-vNNSCIbHgh6BGL9XJICCzoI4I_r0FN5ra2ovkyLbK0zvDNvwekg4CKfiyvQgCNg1y31P7B5fpj3DyP9M6yzB9G2uY]

The final result should look like this:
[image: https://lh3.googleusercontent.com/nP0q8CYxbhv7CwW82pB-RrZqgP67ZZV1jFrCU26G9oRKbqG8mtsFZUKhalBDUpj1-6Jkcrx6sIuWEPFzq7UmH2cygehATsMhqbFBIdzwmPobE21GniN82CN-EbjHtv7hnL0dGPUK]
Victim Machine – Windows 10
Download and install 7zip, this will be used to extract the Malware samples that we plan to use.
The samples used in this lab can be downloaded from: https://drive.google.com/open?id=1n_xF_SnElAqhwBjOWTem45UpupNPO-nu . Samples will be downloaded to the victim machine via encrypted ZIP file and later extracted with 7zip.
[image: https://lh6.googleusercontent.com/l-DbmZyKauwMqwBqLUUqy8yuYhw-NK5uYXEIVmBoAA1clneLucNg4_VmJ41OpqfwxipMaFSpGdlxeMshL09MDfoV0J3EHn6Da_-ghfA_PKyXHe4mVUpW7KzvfZNbLJ2YKqP9rpBY]

Now that all applications and malware samples have been installed, it’s time to assign an IP to our victim and analysis machines. Don’t execute the malware at this point as the VM switch has not been configured yet.
Windows 10 Network Settings
We’re using 172.16.66.1 as the default gateway and DNS (INetSim). Any IP within the same subnet can be assigned but for this example 172.16.66.5 is being used.
[image: https://lh6.googleusercontent.com/MeDcAszmtGF2cFgQaAXRV9PsAfkP7POffrg_HFIYDwUdMxp15CWmwIbOtyCYYY2q732zBEhLaUAYyStltWxj0NEQP2xpPfkd21T9FVS8jX2GH6AVuXWKZfAchYVVdoY5UUK-okcY]

Kali Linux Network Settings
Change the Kali Linux network settings to 172.16.66.1 and a mask of 255.255.255.0
Windows Hyper-V – Network Configuration
On Hyper-V Manager select 'Virtual Switch Manager'
Select 'Private.' This limits logically segments the VMs to this virtual switch and prevents malware from traversing VMs, the host, or other devices on the LAN.
[image: https://lh6.googleusercontent.com/vlHhFeUYXvIl9CD8oH9mgwR11Encdp5PepWFlD0EbltpdLVObyECFFv8RW-V_hcFUx3Qx0XsJ9LQX2Ph-t_LMluGUfXv_8EmjhScHq0ytDxfo8tXFnDGNJL3CeF7pdxi00KdhI3P]
[image: https://lh4.googleusercontent.com/YPfJVmvXYXob5ef7_aTnp7rCzvhRAzPe53FEiRwQ99tcff4UicaPnudtijCtrxfFHb-GKL5mrxhZOlgHBVpqVSd4YuEEz6zg6TcL46jgLMUFL2-UuIVhryngytzzrs9TDXnuhXJ_]
Apply the virtual switch configuration to the Kali Linux and Windows 10 VMs.
Settings > Network Adapter > Virtual Switch.
[image: https://lh4.googleusercontent.com/w06pq-mymAN3tilgynj-IXLW5yTQU1bnYVsi5u7CGuG2y9WdD7BSWRTjR8S82AfLk5sZ6DFlqtVHCEZkaRIpGTZinREsePNV0e0jhH_MUEqEzVFz1h_kqO4S1jrlPI7ljORpDr4E]
 
You should now be able to ping each machine:
[image: https://lh4.googleusercontent.com/w2d-AHCSSeyh9EnRa_RWCXNZ5BQD3OImxcy_oCdvbqFphBC6jGjnsgMEgfFjQBfhmdEDEV0hc-3mp-AbpKEvzTBP1TnxIZUQIgWQplPubcykqxKtufJKKD5NPPKMq4cMsG_IUOJS]
[image: https://lh4.googleusercontent.com/fheAD3oBJ3FVyAGZZrl6GqEv_Y8vZex0bXn-uF0PJoB5tBMhygHZJh1vvja3qlG9Uc8lzOt10hANYeZb0vxUD8UHtuZlaQaRh4SDY_DP48gfGCCO_syJjY23MbI36WN1EcKEN1ta]
Burp Suite CA installation
Follow the instructions for your victim machine environment from:
https://support.portswigger.net/customer/portal/articles/1783075-installing-burp-s-ca-certificate-in-your-browser

You can now test if the cert installation and INetSim are working properly.
[image: https://lh3.googleusercontent.com/7YqXourmJaMOd3knMmwNJ-JXQZ9RaICglDfhsvnWnEkxrliQOWVs9SNopwYs8GwtQ555LqDKxkarpM7GUC4YsxYaRMv_SLL96eTo5xg3ptTZx6bfq1OfD_lyHewQk-i039uotAYQ]
[image: https://lh6.googleusercontent.com/90yBf9ZrYo4v4p-iHWt1WXZgSvmWYvrUVGo9YFjzpvS6wow63iHjujMXPPzvZaOmDqvxJuvfvEXqKZmUMZ1mWl1BVqmf-w25TfUjNu7QlRkAOr4onRZnd5YQmS1iUpkwMCw6E1PQ]
Hyper-V Checkpoints
To give us the ability to roll back our VMs at any point, it’s necessary to create checkpoints in Hyper-V. Start by right clicking your VM and selecting 'Checkpoint.' Do this for both VMs prior to commencing testing. The environment is now ready for executing malware.
[image: https://lh3.googleusercontent.com/ctsE7r4DAjUSLmfUcvKVmrsgLanEIfO_8HNEN-UeYBRHuLcFvQbHuQ32Rm0aSbt24Wg10izMc3CZsbWg3kRAuKQXyRJO2vRK5rVtI4rh41KLXbJVVrs-mPBrjyLvjPA1_WmCW7Mb]

Malware Test
If you’ve just finished setting up INetSim and BurpSuite then both applications should still be running. If not, go ahead and start both. Also, be sure to start Wireshark up and listen to eth0.
Begin your test by disabling the following items in your victim machine:
· Windows Smartscreen
· Windows Defender or any antivirus
· Windows Firewall
· Any security feature of the OS or applications you may be running.
When extracting the ZIP folder from The Zoo, antivirus may attempt to quarantine files if enabled.
[image: https://lh3.googleusercontent.com/awomEc6dsJ8ii17PTzKHxs3mmI_1k2OAtxj0eKxzGMhUCp01lacsuxm9EODaa5_bg_IPHFH4kAbVxo6N8aAt4Um3ckzxiioasMCz-lXqG7WXnzeLQPQiRstePJKTGAFaSRXTAs-2]
For this particular test we’ve chosen the WannaCry malware for packet inspection, because it requires network connectivity for the ransomware to operate.
[image: https://lh4.googleusercontent.com/IRiCo7mqg7JwJdtHKjB-NjB5ZyhekjWroBvAd30yCFNL8na4Pz706wzc8wqXe4HP9lN4qXb9K1r-oQ9Zur7Mboo1DIcuP5yygQpVHjD_cbDxj3pwXc0XT2l5-Lt73-xlnUe-Jr-K]
When we begin WannaCry initially it doesn’t appear to send traffic. [image: https://lh4.googleusercontent.com/yXXZgdUCM7NnJ_rX4S3HfF2uT7D8dhtiLyWLcCHedPi_AA2e9LLtF8VSqVxYdylB2NKiqn5Wjdg2K0Fq-cYc5Qq6tzwqkJf-TJH22smj8Tfz0Qj_NXUmnL0FZ9g86tAWaevq48rw]However, when we select the 'Check Payment' option we finally begin to see traffic pass WireShark.
[bookmark: _GoBack]Several different IPs begin to appear with outgoing traffic going across ports 443, 9001 and 9002. [image: https://lh3.googleusercontent.com/CylNb4qqBPHjzZ4b52t752jTVZY6wYKs1hk9tFw_hgDTvpFGceD_H9D1CRlgT-YzEkFvH41N4aS79tCk14WgeIVr6skk2V3R8T7OTERgxFq5e7NOO5AR7m9tV1szfywJspNZ8mpV][image: https://lh4.googleusercontent.com/B80hlUhm5fBCEJdKE_3-FWdwJMYH0mSYsWR5rfel_OvnsjNaxLQRMkZVnMFF0H9Kg_JRA65PfGt30382oPZiFMYlANKrWXES8NOo3X-py31aifYiRPvUAIUqom75WaDDtRmLBvoU]
According to the WireShark wiki, these particular ports are commonly used for the Tor protocol. In all likelihood, WannaCry must use the Tor network to communicate, and when examining the whois records of these IPs that appears to be the case. The following examples show two different IPs that are in France and Germany. Also, IPs within ranges in Great Britain have made appearances and most likely more would appear as time goes on.
[image: https://lh4.googleusercontent.com/RSDzJfiz7yjYA3LYf2Ha4Y4vrXwu0-P1me7RbvQtf6zbevcS_HulQlFoKzAavKsH_IW4EGKLqEu2LTSaFx7yaBbSEtEIWfBfif1xPJyZFI32BpAEqP0EyQgFDvIXuajGa1u01CBB][image: https://lh3.googleusercontent.com/pGQCMXzKI3PqSCeyviT6QEw1IXUze9RVrGlPv8bk7TIwAz0tkqA9K2QZpWAoYQdCuHwLGzDZarn0K7Y3NhbxZSFAI900_atwnx5zlIxz31tc25fTFA3QX7kzz41XlQiuKMDeprVk]
Due to how WannaCry operates via the Tor Network, Burp Suite was of limited utility in this particular test. However, if a more controlled environment were available, it may prove more useful when attempting to sniff any encrypted traffic.
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root@kali:~# apt-get install inetsim
Reading package lists... Done
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root@kali:~# apt-get install burp
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root@kali:/# cd /etc/inetsim/
root@kali:/etc/inetsim# gedit inetsim.conf
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rootQkali:~# apt-get update
Hit:1 http://Kali.download/Kali Kali-rolling InRelease

Reading package lists... Done

root@kali:-# apt-get upgrade

Reading package lists... Done

Building dependency tree

Reading state information... Done

Calculating upgrade. .. Done

‘The following packages were automatically installed and are no longer required:
| couchdb erlangl7-asnl erlangl7-base erlangl7-crypto erlangl7-eunit




