Module 12: Resources - Rootkit

	Learning objective

	In this module, you will learn about rootkit, detecting rootkit within operating systems using chrootkit and RootkitHunter.



Introduction to Rootkit
A rootkit is malicious code that is used by an attacker to keep the legitimate users and administrators of the system unaware of the code, and thus the presence of the attacker on the compromised system. The term rootkit originally referred to a tool or suite of tools used to maintain administrative level access on a compromised system. Rootkits began as basic user mode source code available as modified UNIX binaries. Rootkits were morphed over time to include user mode modified system binaries, kernel mode drivers, firmware layer backdoors, and even rootkit systems which utilize virtual machine monitors to hide below the operating system. Over time the term rootkit has come to mean code that hides itself in an attempt to execute surreptitiously. It is a code, or a “kit” of code, that allows a permanent or consistent, undetectable presence on a computer by gaining root level or administrative level privilege. The primary goal of stealthy malware, such as a rootkit, is to hide the existence of the rootkit itself along with its various malicious activities. It is very common for a rootkit to attempt to impede the evidence collection processes within the realm of digital forensics. The first stealth code was BRAIN virus that affected boot sector of storage media formatted with the DOS File Allocation Table (FAT) system. 

Types of rootkit:  Rootkits and subversive malware are generally classified into five categories as follows: 1) Application level (user mode) rootkits consist of recompiled binaries that replace the normal system binaries and operate in a malicious manner. 2) Library level rootkits are installed onto a target system and patch, hook, or replace calls to system libraries. 3) Kernel level rootkits are implemented by replacing or writing new code directly into the running system kernel which is achieved by writing device driver code for windows or by creating and implementing a Loadable Kernel Module (LKM) on a UNIX system. 4) Virtualized rootkits are the lowest level of software rootkit. Installation of the rootkit migrates the existing operating system into the rootkit hypervisor without requiring a reboot. 5) Firmware level rootkits are implemented at the hardware level, and positioned at the bottom of the system stack.

Kernel level rootkit:  Kernel level rootkits pose a serious threat today as they not only mask the presence of themselves but also mask the malware that comes attached with them. Rootkits achieve such stealthy behavior by manipulating the control flow of system calls by hooks and kernel objects, viz., driver and process list directly. Existing Antiviruses that rely on signature based techniques for detection of malwares are effective only against known rootkits. However, as hackers change coding style of rootkits, Antiviruses fail to detect them and rootkits and their malicious activities are hidden from the view of the administrator. Thus, all data on the compromised system becomes vulnerable to theft and all services running on it can be misused by the remote attacker without even the slightest chance of being discovered. Other rootkit detection techniques such as integrity checking, alternate trusted medium, and memory dumping require frequent offline analysis and fail to unload or block the rootkit.

The primary way that intruders hide their presence on a compromised system on Linux servers is through the use of a rootkit. A rootkit is a set of software tools installed by an intruder in order to allow them to maintain access and use the system for malicious purposes without being detected [3]. These activities can led to the loss of proprietary or financial data, cause a denial of service or lead to the compromise of other systems causing further harm. Without the use of rootkit detection tools and a basic level of understanding of how rootkits work, system administrators could be endangering the integrity of the systems they are responsible for as well as their organization.
Detection of Rootkit
In this lab, you will install the following root kit detection tools in kali VM. Then, do a check of your local Kali VM for presence of rootkit. 

· chkrootkit: A tool to locally check for signs of a rootkit. 
· Rootkit Hunter: A tool that scans for rootkits, backdoors and local exploits. 

chkrootkit: chkrootkit is a tool to locally check for signs of a rootkit. It consists of a shell script and various tools which check for lastlog, wtmp, wtmpx and utmp deletions as tools to check for signs of LKM rootkits. 

Installation
Installing chkrootkit is simple and can be done in one of two ways: using pre-built packages through the Linux distrubution's package manager repository, or downloading and building the source tarball. To download straight from the command line you can use this wget command:

$ wget ftp://ftp.pangeia.com.br/pub/seg/pac/chkrootkit.tar.gz

[image: ]

Use the following commands to extract the archive, and execute make in order to compile its bundled binary tools:
[image: ]

$ tar -xzvf chkrootkit.tar.gz
$ cd chkrootkit-0.49
$ make
 [image: ]

Usage

Once chkrootkit is compiled it can be run without any options to check for signs of a rootkit on the system.

$ ./chkrootkit


[image: ]

Rootkit Hunter: Rootkit Hunter is a tool that scans for rootkits, backdoors and local exploits. It uses a combination of cryptographic hash comparison and path-based methods to check for signs of a rootkit on the system.

Installation

To install Rootkit Hunter visit the website http://rkhunter.sourceforge.net (from a browser) and download the latest version available. 
[image: ]

Use the following command to extract the downloaded archive:

$ tar -xzvf rkhunter-1.4.2.tar.gz
[image: ]

Change to the extracted directory:

$ cd rkhunter-1.4.2

To install Rootkit Hunter run the 'install.sh' shell script with the options '--layout default –install' which will install it to '/usr/local':

$ ./installer.sh --layout default --install
[image: ]

Usage

Prior to scanning the system with Rootkit Hunter you need to update its data files to ensure you are using the latest available. To do this run it with the '--update' option:

$ rkhunter –-update
[image: ]

It's also important to run it with the '--propupd' option to initialize the MD5 hash database which it will use to perform cryptographic hash comparisons:

$ rkhunter –-propupd
[image: ]

To perform a scan run rkhunter with '--check --skip-keypress --summary': [allow at least 10 minutes or more to complete the checking]. Run the command from Kali VM

$ rkhunter --check --skip-keypress --summary

[image: ]


Below is an example of summary report from Rootkit hunter.

[image: ]
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root@kali:~# wget ftp://ftp.pangeia.com.br/pub/seg/pac/chkrootkit.tar.gz

--2018-10-13 13:54:51-- ftp://ftp.pangeia.com.br/pub/seg/pac/chkrootkit . tar.gz
=> “chkrootkit.tar.gz’

Resolving ftp.pangeia.com.br (ftp.pangeia.com.br)... 187.33.4.179

Conmecting to ftp.pangeia.com.br (ftp.pangeia.com.br)|187.33.4.179]:21. .. connec|

ted.

Logging in as anonymous ... Logged in
SYST ... done. PWD ... done.
TYPE I ... done. QWD (1) /pub/seg/pac ... done
SIZE chkrootkit.tar.gz ... 40831

PASV ... done. RETR chkrootkit.tar.gz ... done.
Length: 48031 (39K) (unauthoritative)

chkrootkit.tar.gz  100%[

] 39.89K 61.4KB/s  in 0.6s

2018-10-13 13:54:53 (61.4 KB/s) - ‘chkrootkit.tar.gz’ saved [40031]
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root@kali:~#
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root@kali:~/chkrootkit-0.52# make

*** Stopping make sense ***

nake[1]: Entering directory '/root/chkrootkit-0.52'
cc -DHAVE_LASTLOG H -o chklastlog chklastlog.c

cc -DHAVE_LASTLOG H -o chkwtmp chkwtmp.c

cc -DHAVE LASTLOG H  -D_FILE OFFSET BITS=64 -o ifpromisc ifpromisc.c
cc -0 chkproc chkproc.c

cc -0 chkdirs chkdirs.c

cc -0 check_wtmpx check_wtmpx.c

cc -static -o strings-static strings.c

cc -0 chkutmp chkutmp.c

nake[1]: Leaving directory '/root/chkrootkit-0.52'
root@kali:~/chkrootkit-0.52# |
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Searching for AjaKit rootkit default files and dirs... nothing found
Searching for zaRuT rootkit default files and dirs... nothing found
Searching for Madalin rootkit default files... nothing found
Searching for Fu rootkit default files... nothing found

Searching for ESRK rootkit default files... nothing found

Searching for rootedoor... nothing found

Searching for ENYELKM rootkit default files... nothing found
Searching for common ssh-scanners default files... nothing found
Searching for suspect PHP files... nothing found

Searching for anomalies in shell history files... nothing found
Checking "asp’ ... not infected

Checking ‘bindshell”... not infected

Checking “lkm’ ... Enye LKM found

chkproc: Warning: Possible LKM Trojan installed

chkdirs: nothing detected

Checking ‘rexedcs’ ... not found

Checking ‘sniffer’... eth8: PF_PACKET(/sbin/dhclient)

Checking 'w55888’ ... not infected

Checking ‘wted’ ... chkutmp: nothing deleted

Checking “scalper’ ... not infected

Checking “slapper’ ... not infected

Checking 'z2’ ... chklastlog: nothing deleted

Checking ‘chkutmp’ ... The tty of the following user process(es) were not found

in svar/runsutmp t
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root@kaliz~# cd Downloads/

root@kali:~/Downloads# s

rkhunter-1.4.6. tar. gz

root@kali:~/Downloads# tar -zxvf rkhunter-1.4.6.tar.gz I
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root@kali:~/Downloads/rkhunter-1.4.6# 1s
files installer.sh
root@kali:~/Downloads/rkhunter-1.4.6# ./installer.sh --layout default --install

Checking system for:
Rootkit Hunter installer files: found

A web file download command: wget found
Starting installation:

Checking installation directory "/usr/local": it exists and is writable.
Checking installation directories:

Directory /usr/local/share/doc/rkhunter-1.4.6: creating: OK

Directory /usr/local/share/man/man8: creating: OK

Directory /etc: exists and is writable.

Directory /usr/local/bin: exists and is writable.

Directory /usr/local/lib: exists and is writable.

Directory /var/lib: exists and is writable.

Directory /usr/local/lib/rkhunter/scripts: creating: OK

Directory /var/lib/rkhunter/db: creating: OK
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root@kali:~/Downloads/rkhunter-1.4.6# rkhunter --update
[ Rootkit Hunter version 1.4.6 ]

Checking file mirrors.dat [ No
Checking file programs bad.dat [ No
Checking file backdoorports.dat [ No
Checking file suspscan.dat [ No
Checking file il8n/cn [ No
Checking file il8n/de [ No
Checking file il8n/en [ No
[

Checking file il8n/tr No
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root@kaliz~/Downloads/rkhunter-1.4.6# rkhunter --propupd
[ Rootkit Hunter version 1.4.6 ]
File created: searched for 181 files, found 148
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System checks summary

File properties checks.
Files checked: 143
Suspect files: 6

Rootkit checks...
Rootkits checked : 389
Possible rootkits: 2
Rootkit names : Enye LKM, KBeast Rootkit

applications checks.
Applications checked: 4
Suspect applications: 2

The system checks took: 1 minute and @ seconds
All results have been written to the log file: svar/log/rkhunter.log

One or more warnings have been found while checking the system
Please check the log file (svar/log/rkhunter.log)

[root@localhost ~1# _
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System checks summary

File properties checks. ..
Files checked: 148
Suspect files: 6

Rootkit checks. ..
Rootkits checked : 499
Possible rootkits: 2

Applications checks. ..
AUL checks skipped

The system checks took: 9 minutes and 43 seconds
ALL results have been written to the log file: /var/log/rkhunter.log

One or more warnings have been found while checking the system.
Please check the log file (/var/log/rkhunter.log




