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The IT4683 story so far: In LM1, we explored definitions of and areas included in IT management. From Wikipedia we found that in effective IT management, “all of the technology resources of a firm are managed in accordance with its needs and priorities.” So, effective IT is in service to the organization. We also explored one of the foundational areas of Human Computer Interaction (HCI)- Web Accessibility. Good IT is accessible IT.

In LM2, we explored terms and concepts that IT managers must know. Then, we dove deeper into all the aspects of IT management and looked for more formal, public definitions of key terms. The goal is for IT to be effectively managed and that means that IT professionals and IT managers must be able to communicate with the organization effectively and professionally.

We also explored what are common requirements for skill and experience in an IT manager’s job description. This knowledge will allow us to better understand IT managers and IT management, and allow us to effectively prepare for job searches in IT. We studied a current standard approach in IT management: The Balanced Scorecard (BSC). This management tool has been used for many years to ensure all functions, including IT, contribute to adding value to the organization.  

As you read, we encourage you to add entries with citations and notations to your annotated bibliography, which will enhance your experience in this course, better enable you to contribute to the team project, and likely add to your points earned.

IT Managers Must Effectively Understand and Manage IT Risk
We all know IT risk informally, but it not easy to explicitly define IT risk. Wikipedia (http://en.wikipedia.org/wiki/IT_risk) has an article devoted to IT Risk, which clarifies many of the new facets of risk that have been introduced by IT. For example, this article shows that if we can quantify both the likelihood (L) of security breach, e.g., 1 in every 1000 hours of operation or 0.001 and the impact (I) of that breach in dollars, e.g., $3,500,000, then our risk is the product of L and I or $3,500 for every 1000 hours of operation. Now, calculating risks in a standard and quantitative fashion allows us to prioritize remedial action and first act to remove or reduce the sources of the largest (dollar value) risks.
If Security Relies on People, They Must Be Able to Complete the Security Tasks, e.g., Use Passwords
Most IT systems use single-point authentication: a login id and a password recalled from memory. Many IT organizations add rules to passwords attempting to “increase security.” Many users see these as impossible tasks (e.g., random character strings, change monthly, can’t recycle, can’t use for multiple systems, etc.) and will go to some lengths to avoid, e.g., having to memorize impossible strings to memorize by writing them down. There are papers worth reading about this including one classic from the FAA http://hf.tc.faa.gov/publications/2006-human-factors-considerations-for-passwords/full_text.pdf (U.S. Government allows free use) and a poster from the course designer contained in this learning module.  You can find others by searching the web.   Every IT manager needs to know about authentication and IT risks, including Human Factors, in authentication.   

Successful IT Managers Keep Toolkits to Enhance Their Success
The NIST has collected and organized a set of tools to enhance cybersecurity. A selection of tools from the NIST is described and notated below. 
https://www.nist.gov/itl/smallbusinesscyber 
	https://www.nist.gov/itl/smallbusinesscyber/guidance-topic/multi-factor-authentication 
https://www.nist.gov/cyberframework 
Managing IT successfully requires tracking of many “moving parts” and changes. To better achieve success, IT managers develop standardized approaches and toolkits to remedy common problems.  Security presents itself as one such area of common problems. To get you started on your security toolkit, the NIST (National Institute of Standards and Technology, which is part of the U.S. Department of Commerce) has a rich set of free tools available on the web, e.g., http://csrc.nist.gov/index.html and many of these have general IT management applicability.  Here is a list of NIST resources applicable to managing IT risk of government systems:
Home page:

https://csrc.nist.gov/projects/risk-management/risk-management-framework-(rmf)-overview 
The above page takes you through the overall framework recommended by the NIST. This framework is based on risk of loss through cyber security breaches and managing those risks. Spend at least 15 minutes exploring this framework.

Framework slides:

https://csrc.nist.gov/csrc/media/projects/risk-management/documents/ppt/risk-management-framework-2009.pdf 
The above link goes to a set of PowerPoint slides that you can use to build presentations on using the NIST framework for information security for IT management and presentation to executives and customers. Spend at least 15 minutes exploring these slides

Federal Information Processing Standards (FIPS):

https://www.nist.gov/itl/publications-0/federal-information-processing-standards-fips
The FIPS standards apply to many areas important to IT.  Getting familiar with the systematic approach used within the U.S. Federal Government for IT and especially Cyber Security Standards will aid you in your IT career. For example, governmental agencies and many private firms utilize FIPS Standards to establish their own standards and policies for IT.  Spend at least 15 minutes exploring this approach to standardization.

Online Course- Applying the Risk Management Framework to (Federal Information) Systems:

https://csrc.nist.gov/projects/risk-management/rmf-training
This is a cost-free, 2 hour long online course about applying the NIST Risk Management Framework (NIST-RMF) to IT systems. Since the NIST-RMF is a best-practice, foundational and benchmark framework, it is likely worth your investment of a few hours taking it. One never knows when one’s manager or customer might ask, “Do anybody know anything about the NIST-RMF?”  After completing this course, you can honestly reply, “Yes.”

Risk Management Framework- FAQs, Quick Start Guides, etc.

https://csrc.nist.gov/projects/risk-management/risk-management-framework-quick-start-guides 
This page is useful for harvesting materials that you can use to describe, explain, implement, maintain and improve the NIST-RMF. Spend at least 15 minutes exploring this page.

 
Successful IT Managers Pay Attention to Regulations and Advice
IT lives within an environment of many regulations. FERPA and HIPPA are two well-known areas of regulation. Besides maintaining compliance, many Federal Agencies provide advice and guidance on how businesses might better and more cost-effectively comply with regulations they enforce. One such area within Human-Computer Interaction (HCI) is the OSHA advice (eTool) on designing computer workstations:

https://www.osha.gov/SLTC/etools/computerworkstations/ 

This tool is worth at least 15 minutes of exploration to see what an IT manager might need to know about designing employee workstations.


Links to copyrighted material above are provided by permission as described in the following:

Wikipedia Links (Wikipedia.org)

Copyright:  
https://en.wikipedia.org/wiki/Wikipedia:Text_of_Creative_Commons_Attribution-ShareAlike_3.0_Unported_License 

https://creativecommons.org/licenses/by-sa/3.0/ 

Terms of Use:  https://foundation.wikimedia.org/wiki/Terms_of_Use/en 

U.S. Government Links (mostly .gov)

See- https://www.usa.gov/government-works
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