IT4683 LM5 Readings ReadMe
[bookmark: _Hlk110880414]Developed by Richard Halstead-Nussloch, CC-BY License, Version 08Aug22


[image: CC-BY License]

This work is licensed under the Creative Commons Attribution 4.0 International License. To view a copy of this license, visit http://creativecommons.org/licenses/by/4.0/ or send a letter to Creative Commons, PO Box 1866, Mountain View, CA 94042, USA. 


The IT4683 story so far: In LM1, we explored definitions of and areas included in IT management. From Wikipedia we found that in effective IT management, “all of the technology resources of a firm are managed in accordance with its needs and priorities.” So, effective IT is in service to the organization. We also explored some of the foundational areas of Human Computer Interaction (HCI), e.g., Web Accessibility. Good IT is accessible IT. We explored user experience and customer experience, which are growing in the importance of successful IT and IT management.

In LM2, we explored terms and concepts that IT managers must know. Then, we dove deeper into all the aspects of IT management and looked for more formal, public definitions of key terms. The goal is for IT to be effectively managed and that means that IT professionals and IT managers must be able to effectively and professionally communicate with the organization they serve.

We also explored what are common requirements for skill and experience in an IT manager’s job description. This knowledge will allow us to better understand IT managers and IT management, and allow us to effectively prepare for job searches in IT.

We studied a current standard approach in IT management: The Balanced Scorecard (BSC). This management tool has been used for many years to ensure all functions, including IT, contribute to adding value to the organization.  We also studied a rising approach in IT management: Analytics. Within IT management, analytics have been used to identify threats and balance out workload. This is just the beginning of using analytics to effectively manage IT.

In LM3, we examined risk and IT risk, because a large part of the success of IT management is through identifying, quantifying and managing IT risk.  We learned there are many tools and resources available to systematize and aid in IT risk management. Many good tools come to us cost-free, e.g., from the NIST.

We also learned that HCI and Human Factors play a critical role in the management of IT risk.  For example, using passwords as a sole authentication method is subject to many human-factors constraints and limitations, e.g., memorization and recall abilities.

IT managers and professionals can leverage their time spent researching and learning new tools and techniques by maintaining an ongoing “toolkit” that contains standardized and effective tools for frequent and easy access and use. One such toolkit that we recommend is for IT/Cyber security; many tools are available to fill toolkits cost-free, e.g., from the NIST.

In LM4, we examined how IT managers must effectively sustain IT for resilience and organizational effectiveness. Traditionally, IT managers provide assurance and implement controls to ensure that IT risk is being managed, HCI (usability, user experience, etc.) is good, etc. to enable IT to contribute to organizational value. 
 
What We Will Start to Do in LM5- A Case Study in IT
In this learning module, we will pivot from reading and writing individual assignments (A1 through A4) to working on a team to apply what we have learned about management of IT and HCI to a prospective case study of pivoting a large university’s IT system to the post-pandemic “new normal.” In LM5.Team will have you choose team mates and then in LM5.Plan set you up to work with that team to complete a focused, evidence-based (https://en.wikipedia.org/wiki/Evidence-based_management) analysis on this case study to amplify your understanding and capability with the best practices of IT management and HCI covered in the course.  You will have two, intermediate “checkpoint” assignments (A5.Check-In1 and A5.Check-In2) as you work with your team.  In LM5.Draft, you will work with your team to draft a presentation/report for this case. In LM5.Final you will work with your team to improve and finalize your case study presentation/report.

Case studies and evidence-based methods of practice

Wikipedia (https://en.wikipedia.org/wiki/Evidence-based_practice) provides an overview of an evidence-based practice (EBP) as “an interdisciplinary approach to clinical practice that has been gaining ground following its formal introduction in 1992” that had it’s roots in healthcare. An evidence-based approach to practicing IT is included in the expansion beyond healthcare. A government handbook outlines (https://www.ncbi.nlm.nih.gov/books/NBK52824/) the example of the significant role of IT in evidence-based practice in the healthcare arena.

The Wikipedia EBP article states: “EBP is traditionally defined in terms of a "three legged stool" integrating three basic principles: (1) the best available research evidence bearing on whether and why a treatment works, (2) clinical expertise (clinical judgment and experience) to rapidly identify each patient's unique health state and diagnosis, their individual risks and benefits of potential interventions, and (3) client preferences and values.”

We can easily port this definition to EBP in IT as integrating these three basic principles, plus one more:
1. The best available research and implementation evidence bearing on whether and why an IT component or system works
2. IT expertise and capability (IT best practices, IT professional experience) to rapidly identify each IT situation’s (problem, need, requirement, issue etc.) unique status and diagnosis of what IT is working and what IT is not working along with the individual predicted outcomes, risks and benefits of potential IT interventions or IT solutions. 
3. Client preferences and values, including organizational business value and strategy, environmental context (e.g., organizational culture, regulation, etc.), user experience, customer experience and acceptance, etc.
4. Additionally, a reasoned and well-justified recommendation for IT action

The case-study method predates the concept of an EBP; a good perspective is that a case study is a protocol to apply EBP to practical problems. Wikipedia (https://en.wikipedia.org/wiki/Case_study) defines a case study as “a research method involving an up-close, in-depth, and detailed examination of a subject of study (the case), as well as its related contextual conditions.” Case studies are great ways to do research in IT, and they provide a conventional, trusted way to look at IT systems, problems, etc. central to EBP in IT. They also package IT EBP into a project with a beginning, middle and end.

The Case- Your Team’s Choice of One of Educause.edu’s Top 10 IT Issues for 2022

The role of IT in sustaining life and commerce during the pandemic is undeniably immense. For example, Kennesaw State, which had created online versions and provided the IT for many of its degrees, grew during the pandemic, which was the case for a small percentage of universities. As we emerge from the pandemic and other crises, a main question is how can we pivot to a “new normal” where IT can support and sustain gains made in solving the crises?

To get started, Educause.edu has researched and reported on the Top 10 IT Issues, 2022: The Higher Education We Deserve: https://er.educause.edu/articles/2021/11/top-10-it-issues-2022-the-higher-education-we-deserve and https://www.educause.edu/research-and-publications/research/top-10-it-issues-technologies-and-trends/2022 

Your team’s assignment is to choose one of these ten issues, research it, and develop a case-study report with recommendations for how your university, KSU, might pivot its IT to make the “new normal” as good as can be for that issue by implementing EBP.

Upon opening the report, you will notice it is long, with extensive referencing and notation. To aid your reading, skimming, review and absorption of this report for the course assignment purposes, we the following advice and highlights:

· With respect to IT and HCI, the report divides the ten issues into three:
· Two issues concerning Shared Vision and Shared Strategy
· Four issues concerning Student Success as Institutional Success
· Four issues concerning a new, Sustainable Business Model for universities
· In our humble opinion, the key to our future success at KSU is to bring EBP and good management of IT and HCI into these three areas. 
· To us, the research, design, development, testing and implementation of EBP for IT to address each of the 10 Educause.edu issues represents a tremendous opportunity for success by applying all the main areas covered in this course of the management of IT and HCI:
· Aligning IT strategy with the business strategy to provide value (hints: look for vetting the business strategy for the marketplace and website; look for requirements keep changing; look for Business Concept misalignment and change.)
· Managing IT Risk, e.g., information security and identity management (hints: look for overly complex credentialing and login, data matching problems) 
· Supporting good HCI and UX (hint: look for huge number of screens and large amount of time to complete tasks)
· Providing IT sustainability, resilience, and assurance (hints: look for managing outsourcing; the public providing the first stress test) 
· Managing IT Projects- IT problem solving and IT continuous improvement through project management and change management (hints: look for lack of focus and lack of integrated approach to IT projects.)
· For the future, there are extensive “lessons learned” from the pandemic cited throughout the Educause.edu report

Links to copyrighted material above are provided by permission as described in the following:

Wikipedia Links (Wikipedia.org)

Copyright:  
https://en.wikipedia.org/wiki/Wikipedia:Text_of_Creative_Commons_Attribution-ShareAlike_3.0_Unported_License 

https://creativecommons.org/licenses/by-sa/3.0/ 

Terms of Use:  https://foundation.wikimedia.org/wiki/Terms_of_Use/en 

U.S. Government Links (mostly .gov)

See- https://www.usa.gov/government-works

World Wide Web Consortium (https://www.w3.org/Consortium/)
Copyright and Terms of Use can be discovered by exploring:
https://www.w3.org/Consortium/Legal/2002/ipr-notice-20021231
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