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The IT4683 story so far: In LM1, we explored definitions of and areas included in IT management. From Wikipedia we found that in effective IT management, “all of the technology resources of a firm are managed in accordance with its needs and priorities.” So, effective IT is in service to the organization.  We also explored one of the foundational areas of Human Computer Interaction (HCI)- Web Accessibility. Good IT is accessible IT.

In LM2, we explored terms and concepts that IT managers must know. Then, we dove deeper into all the aspects of IT management and looked for more formal, public definitions of key terms. The goal is for IT to be effectively managed and that means that IT professionals and IT managers must be able to effectively and professionally communicate with the organization they serve.

We also explored what are common requirements for skill and experience in an IT manager’s job description. This knowledge will allow us to better understand IT managers and IT management, and allow us to effectively prepare for job searches in IT. We studied a current standard approach in IT management: The Balanced Scorecard (BSC). This management tool has been used for many years to ensure all functions, including IT, contribute to adding value to the organization.  

In LM3, we examined risk and IT risk, because a large part of the success of IT management is through identifying, quantifying and managing IT risk.  We learned there are many tools and resources available to systematize and aid in IT risk management. Many good tools come to us cost-free, e.g., from the NIST.

We also learned that HCI and Human Factors play a critical role in the management of IT risk.  For example, using passwords as a sole authentication method is subject to many human-factors constraints and limitations, e.g., memorization and recall abilities.

IT managers and professionals can leverage their time spent researching and learning new tools and techniques by maintaining an ongoing “toolkit” that contains standardized and effective tools for frequent and easy access and use. One such toolkit that we recommend is for IT/Cyber security; many tools are available to fill toolkits cost-free, e.g., from the NIST. Likewise, benefit can be obtained by adding LM4 readings to your annotated bibliography of readings.

In preface to the readings for LM4, up until the convolution of the many crises faced globally beginning in 2020, IT was viewed most often as a necessary evil by many people. IT was necessary because most commerce and interaction was mediated on networks. IT was seen as opaque and therefore suspect and on the dark side of life—evil. Most organizations had concluded that they needed IT to operate and grow in the 21st century. The leaders in those organizations put IT at an “arm’s length” by having IT assure to the organization that it was honestly providing services that were hard for non-IT people to understand and follow. Simultaneously, organizations and their management implemented controls on IT to ensure it was operating efficiently, effectively, and providing value for the money spent on IT. This was the “old normal:” IT managers spent many hours on assurance and controls.

Since the pandemic moved most commerce and interaction to the virtual world, the role of IT became a matter of survival for most organizations.  During this period, IT managers spent most of their hours ensuring the organization could be flexibly sensitive to the quick changes in the environment and interact to survive in the virtual world. To survive, organizations realized that IT was necessary.  Because they had to use IT to interact with businesses and each other, people quickly learned fundamentals of IT- networking, devices, protocols, etc. So, IT began to be seen by more people as goodness, not evil.

As we write this in 2022, we would like to point out that we in IT have a great opportunity to cast IT in a positive light as we transition to the “new normal” during recovery from the many crises of the past two or three years.  So, we will transition this module from the old normal of the IT manager focusing on IT assurance and control to the new normal of focusing on IT’s flexibility to contribute to organizational sustainability and resiliency. 

 
Traditionally, IT Mangers Must Effectively Provide Assurance that IT Risk Is Being Managed including Controls
IT has matured as a human endeavor over the past 60 years. One role fulfilled by IT management that has enabled this growth of IT is the assurance that IT risk in managed and controlled. With the advent of internetworked and cloud computing and IT, it is unclear how this IT assurance and control will be accomplished. Nevertheless, as an IT manager or professional, you need to know about key concepts (from IT’s legacy) such as IT assurance and IT controls. Here are some websites to help you. These are especially useful if you are working with IT systems within a regulated environment:
https://en.wikipedia.org/wiki/Information_assurance 
https://en.wikipedia.org/wiki/Information_technology_controls 
The Wikipedia page (https://en.wikipedia.org/wiki/Software_quality_assurance) on software quality assurance (QA) is also relevant.  This page serves as a mini-portal to aspects of QA including: design, coding, reviews, etc. A side-bar shows the IEEE Software Development Cycle, which is also informative.

IT Managers Must Effectively Understand and Manage Usability and Assure the Organization that IT is Usable
We all know that IT systems can only be effective if they can be used. Thus, IT managers and professionals need to be familiar with fundamentals of accessibility, usability, usability testing, and user acceptance testing.  Here are some links to spend at least an hour exploring:
https://designsystem.digital.gov/documentation/accessibility/ 
https://digital.gov/topics/usability/
https://digital.gov/topics/usability-testing/ 
https://digital.gov/resources/digitalgov-user-experience-resources/government-usability-case-studies/ 
https://digital.gov/resources/digitalgov-user-experience-resources/digitalgov-user-experience-program-usability-starter-kit/ 
https://digital.gov/2014/10/06/user-acceptance-testing-versus-usability-testing-whats-the-dif/


This website checklist contains much trustable information about usability and HCI assurance, particularly of websites and digital services. 

https://digital.gov/resources/checklist-of-requirements-for-federal-digital-services/?dg 

These websites provide great advice about how to conduct a usability test or evaluation. These are key steps in development and deployment of IT systems. One powerful and efficient method is the expert review (https://en.wikipedia.org/wiki/Usability_testing#Expert_review). I have used this method through the years to quickly and inexpensively improve the HCI/usability of multiple IT systems, websites, etc. It is particularly attractive for utilization by IT managers.  Note that your A5 team can use the expert review method to make great gains in the A5 case study project.  User Acceptance Testing (https://en.wikipedia.org/wiki/Acceptance_testing#User_acceptance_testing) during an IT system test is from our perspective, required to test the system as it will operate in the field and is almost always valuable.

Now also would be a good time to review accessibility, as IT managers should always be current:
https://www.w3.org/WAI/ and https://en.wikipedia.org/wiki/Web_accessibility 
(You are probably saying, “We already covered this!”  Yep.  Web accessibility is worth a second look.) 

IT Managers Must Understand and Utilize IT to Support a Good User Experience (UX) and Customer Experience (CX)
IT managers today need to provide IT systems to support a good user experience for everyone, and especially for customers. A couple of Wikipedia articles are worth about an hour of your time:

https://en.wikipedia.org/wiki/User_experience describes what user experience is and some of the history behind it. We consider it in this course to be a part or potentially a successor to the area of IT known as HCI.

https://en.wikipedia.org/wiki/User_experience_design describes how the design of IT systems contributes to the user’s experience.

https://en.wikipedia.org/wiki/Customer_experience describes a perspective on the foundations of customer experience (CX), which is related to UX.

https://digital.gov/resources/customer-experience-toolkit/?dg provides a comprehensive toolkit for developing IT assets with good customer experience (CX) characteristics.
 
The LM1 ReadMe had some good websites concerning UX and CX- Please review them too.

In the “New Normal,” IT Managers Must Also Ensure IT Flexibly Contributes to Organizational Sustainability and Resilience
In a recent web search, we Americans produce over 45 pounds per person of electronic waste. Less than 20% of this is recycled.  A recent UN report (https://www.unep.org/news-and-stories/press-release/un-report-time-seize-opportunity-tackle-challenge-e-waste) estimated that $62.5 Billion of value globally is put into landfills (80%) or recycled (20%); the gold alone in electronic waste is 100 times more prevalent than in gold ore.  Since organizations create much of the electronic waste, here is a multi-Billion-dollar opportunity (in the USA, approximately $8 Billion annually) for IT managers to contribute to sustainability.  Furthermore, electronic waste management and recycling is just in its infancy (80% landfill and 20% recycling), so this is a great opportunity for innovation and entrepreneurial action.  
The area of “Green Computing” is unfolding now.  The Wikipedia article (https://en.wikipedia.org/wiki/Green_computing)  provides many ideas for IT managers to contribute to this area of sustainability.
Educause.edu recognizes we are in the transition from the “old normal” to a “new normal” with respect to IT’s role in higher education. The excerpt below from a recent Educause task force illustrates how IT must put flexible sustainability and resilience for the organization into a top priority. 
From https://er.educause.edu/articles/2021/11/top-10-it-issues-2022-the-higher-education-we-deserve: This excerpted section illuminates the idea of the importance of IT contributing to the sustainability of universities that this importance will only grow in the future: 
“The Sustainable Business Model
The higher education we deserve needs to be able to operate efficiently and manage risks effectively. It needs to be sustainable. Done well, technology can help organizations control and reduce costs, as well as scale beyond their size (Issues #5 and #8).
In the 21st century, we are surrounded by all kinds of risks, and we need to be able to anticipate, prepare for, and manage them. Technology can help mitigate risks to place-based learning and work, and all the pivots that occurred during the pandemic have reduced institutional dependence on the physical campus (Issue #9). Yet technology in the form of data security is also among the top risks in higher education (Issue #1). As long as that remains true, cybersecurity management will remain high on the EDUCAUSE Top 10 IT Issues list.
#1. Cyber Everywhere! Are We Prepared?
Developing processes and controls, institutional infrastructure, and institutional workforce skills to protect and secure data and supply-chain integrity
#5. The Digital versus Brick-and-Mortar Balancing Game
Creating a blended campus to provide digital and physical work and learning spaces
#8. Weathering the Shift to the Cloud
Creating a cloud and SaaS strategy that reduces costs and maintains control
#9. Can We Learn from a Crisis?
Creating an actionable disaster-preparation plan to capitalize on pandemic-related cultural change and investments
What is the higher education we deserve? It is the higher education that our learners deserve. How do we get there? By beginning with a shared vision and strategy to achieve a sustainable business model that places students' success at the center of it all.
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Resilience
Resilience is a related area to assurance, control, and sustainability for the IT manager. Here are four Wikipedia articles that are worth spending an hour or so skimming through or reading:
· https://en.wikipedia.org/wiki/Resilience_(network)
· https://en.wikipedia.org/wiki/Cyber_resilience
· https://en.wikipedia.org/wiki/Resilient_control_systems 
· https://en.wikipedia.org/wiki/Resilience 

Links to selected copyrighted material above are provided by permission as described in the following:

Wikipedia Links (Wikipedia.org)

Copyright:  
https://en.wikipedia.org/wiki/Wikipedia:Text_of_Creative_Commons_Attribution-ShareAlike_3.0_Unported_License 

https://creativecommons.org/licenses/by-sa/3.0/ 

Terms of Use:  https://foundation.wikimedia.org/wiki/Terms_of_Use/en 

U.S. Government Links (mostly .gov)

See- https://www.usa.gov/government-works

World Wide Web Consortium (https://www.w3.org/Consortium/)
Copyright and Terms of Use can be discovered by exploring:
https://www.w3.org/Consortium/Legal/2002/ipr-notice-20021231
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