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1. Project Narrative
Describe the course of your revision or ancillary creation project, including
· A summary of your project’s purpose, plan, and timeline.
· The original works which were revised or added to, with links. For example, if you revised an open textbook, give the title, author, and link. 
· A narrative description of how the project’s plan was carried out.
· Lessons learned, including anything you would do differently next time.

In this project, we developed additional hands-on lab resources for 2 existing modules of Ethical Hacking & Networking Security (IT6843) course.  We added the following resources for the three current modules: 
a) Module 11 – IoT Malware packet analysis: hands-on instructions on how to install, configure and apply tools to analyze traffic when a malware is active in a network. This module was developed in Fall 2019.
b) Module 12 – Rootkit checking: hands-on lab instructions using detecting rootkit within operating systems using chrootkit and RootkitHunter. This module was developed in Spring 2020.
The resources can be accessed at http://ksuweb.kennesaw.edu/~hshahria/ALG-R14/IT6843-minigrant/IT6843-minigrant.html 
Few lessons learned for the developed course resources 
· Ensure any antivirus remains disabled during malware packet analysis. 
· Using older kernel version of is better for rootkit test.
· allow enough time to learn the tools and command line features before doing hands-on labs
2. Materials Description
Describe all the materials you have created or revised as part of this project. These descriptions may be used in the GALILEO Open Learning Materials repository in the official description field. 
Please see Section 1 for the description of the developed materials. Below is a list of learning objectives for each of the hands-on learning materials.
	Module
	Topic
	Learning Objectives

	11
	IoT Malware Analysis
	(i) Install and configure INetSim, Burp, SPARTA in Kali Linux
(ii) Analyze network traffic for Wannacry malware

	12
	Rootkit checking
	(i) Install and configure chrootkit and Rootkithunter
(ii) Test rootkit within virtual machine



3. Materials Links
If you are hosting your materials in places other than GALILEO Open Learning Materials, please provide these links in this section. Otherwise, leave blank. 
http://ksuweb.kennesaw.edu/~hshahria/ALG-R14/IT6843-minigrant/IT6843-minigrant.html
	Module
	Topic
	Resource(s)

	11
	IoT
	Analyzing malware packets

	12
	Rootkit
	Rootkit checking



4. Future Plans
· Describe any planned or actual papers, presentations, publications, or other professional activities that you expect to produce that reflect your work on this project.
· Describe any plans to revise or add to these materials in the future. 

The resources are planned to be updated in the future for version change of the software and the Linux. The following papers were published to Teaching & Learning Conferences.
(i) Dan C Lo, Kai Qian, Hossain Shahriar, Fan Wu, Johng-Chern Chern, Pascal Paschos, Chung Ng, Information Assurance and Security Education on Undergraduate Computing Degree Programs, Proceedings of the 51st ACM Technical Symposium on Computer Science Education, pp. 1274-1274.
(ii) Mohammad Masum, Hossain Shahriar, Droid-NNet: Deep Learning Neural Network for Android Malware Detection, Proc. of 2019 IEEE International Conference on Big Data (Big Data), pp. 5789-5793.
[bookmark: _GoBack](iii) A B M Kamrul Riad, Md Saiful Islam, Hossain Shahriar, Chi Zhang, Maria Valero, Sweta Sneha, Sheikh Ahamed, Plugin-based Tool for Teaching Secure Mobile Application Development, Proc. of 2020 EDSIG Conference on Computing Education, November 2020 (submitted). 



