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CYBR 4423

Unix/Linux Administration

Network Admin
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Basic Network Admin

Configure host and network settings
Check network card and IP information
Configure network card and IP address
Activate/deactivate network card
Renew IP address

Tools
Gnome NetworkManager (nm)
ifconfig
iproute2 (ip)
dhclient
hostname
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Gnome NetworkManager (1)
Click: the network icon on the top panel and then select "Edit 
Connections …."

Or: execute “,nm-connection-editor" command in the terminal 
emulator to bring up the window.
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Gnome NetworkManager (2)

You can 
change the name of the connection
View MAC address
Configure IP settings

DHCP or
Static
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Other Tools

nm-tool
This console utility also provides information about device 
and connection information
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Network Manager CLI (nmcli)

nmcli is a command-line tool for controlling 
NetworkManager and getting its status.

The main nmcli's usage is on servers, headless machines, and scripting, or just for power 
users who prefer the command line.

Usage
Check NetworkManager status

nmcli nm
Control NetworkManager connections 

nmcli con
nmcli con up id "Auto eth0"
nmcli con down id "Auto eth0"

Management devices
nmcli dev
nmcli dev list

Visit the following page for complete reference
Ubuntu Manpage

https://manpages.ubuntu.com/manpages/trusty/man1/nmcli.1.html
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ifconfig

ifconfig (interface configuration) is a command line 

network admin tool in Unix-like systems to query, 

configure and control TCP/IP network interface cards

Usage
Display current device information

ifconfig
Activate/deactivate a network card and connection

ifconfig eth0 up
ifconfig eth0 down
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iproute2

Iproute2 is a collection of utilities for controlling TCP/IP 

networking and traffic control in Linux

Basic usage to check IP address
ip addr
ip route

Reference
IPROUTE2 Utility Suite Howto
Iproute2

https://en.wikipedia.org/wiki/Iproute2
http://www.policyrouting.org/iproute2.doc.html
https://en.wikipedia.org/wiki/Iproute2
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"ifconfig" and "ip addr" Output
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dhclient

dhclient is a client of DHCP (Dynamic Host 

Configuration Protocol)

Usage
Renew IP address

dhclient eth0
Release IP

dhclient -r
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Host Name Configurations

hostname
This command displays or changes the name of the current computer (host).

Usage
Display current hostname

Change hostname (this change is in effect until next computer restart)
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/etc/hostname

/etc/hostname
This is the file where hostname is stored. To change the hostname permanently, change 
the name in this file and then restart the computer.

To change the hostname permanently without reboot
First change the /etc/hostname file, then
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/etc/hosts

This files provides a local mapping of IP and 

host/domain names
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Querying Hosts and Domains

Command line tools
ping
host, dig
whois

GUI
Gnome-nettool
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ping

Ping is used to test the reachability of a host on an IP 

network and to measure the round-trip time for 

messages sent from the originating host to a 

destination computer.
It can also be used to determine the IP address of a host

Usage
ping [host]

Use ctrl+c to stop pinging

Option -c: number of pinging
#> ping kennesaw.edu
#> ping kennesaw.edu – c 5
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host

host is a simple utility for performing DNS lookups.
It is normally used to convert names to IP addresses and vice versa.

Usage
Query IP addresses from domain

Query Domain via IP address
>host it.Kennesaw.edu
>host 168.28.176.243



17

dig

dig is another utility for performing DNS lookups similar 

to host

Usage
Query IP addresses from domain

Query Domain via IP address
>dig it.kennesaw.edu
>dig 168.28.176.243
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whois
WHOIS is a protocol that is used for querying the 

registered users or assignees of an Internet resource, 

such as a domain name
ICANN.org is a website for such queries:

Usage in Linux
Whois [host name]

whois kennesaw.edu

https://whois.icann.org/en/about-whois
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whois
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Gnome Network Tool

gnome-nettool
This is a GUI tool that
combines several network
utilities mentioned earlier

Type "gnome-nettool"

in the terminal to start 

the GUI tool
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inet

The inetd (Internet daemon) daemon and its replacement 
xinetd (extended Internet daemon; xinetd.org) are called 
superservers or service dispatchers

It starts other daemons, such as smbd (Samba) and vsftpd
(FTP), as necessary. 

It listens for network connections. When one is made, 
they identify a server daemon based on the port the 
connection comes in on and start the daemon.

Service port file
/etc/services
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Network File Sharing

Setting up a file server (storage on the network) is a 

common service on the local network

Options
NFS for Linux machines
Samba between Windows and Linux
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Mount a Windows Shared Drive

Download and install smbfs
apt-get install smbfs

Create a mounting point (directory) using the "mkdir" 

command

Use the "smbmount" or the "mount" command

May use IP address instead of hostname

Modify the /etc/fstab to auto-mount it 

#> smbmount //csedata/facultyshared /cse-share -o user=jzheng3

#> mkdir /cse-share
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Summary

Commands and utilities
ifconfig, ip
nm-tool, nmcli
dhclient
hostname
ping
host, dig
whois

GUI
Gnome NetworkManager (nm-applet)
Gnome Net Tools (gnome-nettool)
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Good Readings and Resources

NetworkManager

More about Samba

http://en.wikipedia.org/wiki/NetworkManager
http://en.wikipedia.org/wiki/Samba_(software)
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