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CYBR 4423

Unix/Linux Administration

Storage
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Device Management

Most, but not all, of the devices are represented by files 

in the /dev directory

Device files are the way the kernel provides access to 

devices for applications and services

The /dev directory is populated by a kernel service. When 

a device is detected, a representation of that device (a 

device file) is created in the /dev directory

15 min video

https://www.youtube.com/watch?v=TQ5m6TgzWx0
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Two Types of Device Files
Character special files or Character devices

Talks to devices in a character by character (1 byte at a time) way
Examples: mouse, keyboard, terminal, serial modem, etc.
Devices that have “c” in front of it

Block special files or block devices
This category covers hard disks, tape drives, CD and DVD drives, and even floppy drives.
Devices that have “b” in front of it
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Disk Partitions

A partition is a logical storage unit on a disk. A physical disk can 
be divided into multiple logical units as if there were multiple 
disks.

At least one partition is required

Disk partitioning is an operation of dividing a physical disk into 
multiple virtual disks
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Partitions Types
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Disk Device and Partition Naming

All types of hard disks (ATA, Serial ATA, SCSI) are represented by device files whose names 
start with "sd" (SCSI disk), as all these different types of drives are accessed as if they were 
SCSI drives.
On older systems, IDE disk files starts with "hd"



7

Check Partition Information

"fdisk -l"

"parted" (Partition Editor) provides more understandable 

format
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Check Storage Space

Use "df" (disk free) command to check disk usage
The -h option give more readable format of size

Use "du" (disk usage) to check file and directory sizes
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Partition Management Tools

Command line
fdisk
cfdisk
parted

GUI
Disk Utility (palimpsest)

Menu → System → Administration
PyGTK Storage Device Manager (pysdm)
Gnome partition editor (GParted)
Disk usage analyzer

http://pysdm.sourceforge.net/
https://gparted.org/
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fdisk

fdisk provides a command-based interface
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cfdisk

cfdisk provides a text user interface
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Errors

You have the following error
cfdisk sdb //use full path /dev/sdb
Make sure sdb is in the /dev directory
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Steps to Add a Storage Device/Partition

Add a new disk device if needed

Partition the disk
Use fdisk, cfdisk, or any GUI tools

Create a file system (formatting)
Use "mkfs" command

Mount to the directory hierarchy
Create a new mount point (directory) if needed
Use "mount" command to access the new partition
Add an entry to "/etc/fstab" to auto mount it at system startup.
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Make File System (Formatting)

Before a partition can be accessed, it needs to be 
formatted, or have a file system created, and
mounted to the current directory structure

Use the "mkfs" command to format the partition
Use the default file system type

Explicitly specify a file system type
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parted

parted (partition editor) is a GNU project to manage disk, 

partition, and file system.

Command reference and examples

How to Create Disk Partitions with Parted Command in 

Linux 

http://www.thegeekstuff.com/2011/09/parted-command-examples/
https://www.linuxtechi.com/create-disk-partitions-parted-command-linux/
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Mounting

Mounting is the operation of attaching of an additional file 
system to the currently accessible file system

Removing the connection between the mounted device 
and the rest of the file system is referred to as unmounting
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Automatic Mounting

All current mounts are maintained in the file /etc/mtab

All auto-mounting entries are maintained in the file 

/etc/fstab
Add an entry (columns separated by tab)

View more at Windows Bulletin Tutorials

http://www.tuxfiles.org/linuxhelp/fstab.html
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Summary

Key concepts and terms
Device file, block device, character device
Disk partition, partitioning
Primary, extended, logical partition
Partition naming
File system
Mounting, unmounting, auto mounting
/dev directory

Key practices
Use "fdisk" or "cfdisk" to manage partitions: view, add, delete
Use "mkfs" to format a partition
Manage mounting using "mount" and "umount" command
Understand and edit the /etc/fstab file
Other commands and tools: du, df, parted, e2fsck
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Good Readings and Resources

Disk partitions

Adding a Hard Drive in 

Linux

Linux partition HowTo

How to edit and understand 

/etc/fstab

TestDisk, Datarecovery

Linux Disk Utilities

Disk Maintenance under 

Linux

Beginner’s Guide to Linux 

Disk Utilities

Linux Partition HowTo

https://www.win.tue.nl/~aeb/partitions/
http://www.skullbox.net/newsda.php
https://tldp.org/HOWTO/Partition/
http://windowsbulletin.com/fstab/
http://www.cgsecurity.org/wiki/TestDisk
https://www.howtogeek.com/howto/37659/the-beginners-guide-to-linux-disk-utilities/
https://www.linuxjournal.com/article/193
http://linuxreviews.org/man/fsck/index.html.en
http://linuxreviews.org/man/fsck/index.html.en
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