





Lab 7: HTTP Protocol, Wireshark and packet sniffing

Name: _______________
Total points: 100

The first part of the lab introduces packet sniffer, Wireshark. Wireshark is a free open- source network protocol analyzer. It is used for network troubleshooting and communication protocol analysis. Wireshark captures network packets in real time and display them in human-readable format. It provides many advanced features including live capture and offline analysis, three-pane packet browser, coloring rules for analysis. This document uses Wireshark for the experiments, and it covers Wireshark installation, packet capturing, and protocol analysis.
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Figure 1: Wireshark in Kali Linux



Background

TCP/IP Network Stack
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Figure 2: Encapsulation of Data in the TCP/IP Network Stack


TCP/IP is the most commonly used network model for Internet services. Because its most important protocols, the Transmission Control Protocol (TCP) and the Internet Protocol (IP) were the first networking protocols defined in this standard, it is named as TCP/IP. However, it contains multiple layers including application layer, transport layer, network layer, and data link layer.


· Application Layer: The application layer includes the protocols used by most applications for providing user services. Examples of application layer protocols are Hypertext Transfer Protocol (HTTP), Secure Shell (SSH), File Transfer Protocol (FTP), and Simple Mail Transfer Protocol (SMTP).

· Transport Layer: The transport layer establishes process-to-process connectivity, and it provides end-to-end services that are independent of underlying user data. To implement the process-to-process communication, the protocol introduces a concept of port. The examples of transport layer protocols are Transport Control Protocol (TCP) and User Datagram Protocol (UDP). The TCP provides flow- control, connection establishment, and reliable transmission of data, while the UDP is a connectionless transmission model.
· Internet Layer: The Internet layer is responsible for sending packets to across networks. It has two functions: 1) Host identification by using IP addressing system (IPv4 and IPv6); and 2) packets routing from source to destination. The examples of Internet layer protocols are Internet Protocol (IP), Internet Control Message Protocol (ICMP), and Address Resolution Protocol (ARP).
· Link Layer: The link layer defines the networking methods within the scope of the local network link. It is used to move the packets between two hosts on the same link. An common example of link layer protocols is Ethernet.


Packet Sniffer

Packet sniffer is a basic tool for observing network packet exchanges in a computer. As the name suggests, a packet sniffer captures (“sniffs”) packets being sent/received from/by your computer; it will also typically store and/or display the contents of the various protocol fields in these captured packets. A packet sniffer itself is passive. It observes messages being sent and received by applications and protocols running on your computer, but never sends packets itself.
Figure 3 shows the structure of a packet sniffer. At the right of Figure 3 are the protocols (in this case, Internet protocols) and applications (such as a web browser or ftp client) that normally run on your computer. The packet sniffer, shown within the dashed rectangle in Figure 3 is an addition to the usual software in your computer, and consists of two parts. The packet capture library receives a copy of every link-layer frame that is sent from or received by your computer. Messages exchanged by higher layer protocols such as HTTP, FTP, TCP, UDP, DNS, or IP all are eventually encapsulated in link-layer frames that are transmitted over physical media such as an Ethernet cable. In Figure 1, the assumed physical media is an Ethernet, and so all upper-layer protocols are eventually encapsulated within an Ethernet frame. Capturing all link-layer frames thus gives you access to all messages sent/received from/by all protocols and applications executing in your computer.
The second component of a packet sniffer is the packet analyzer, which displays the contents of all fields within a protocol message. In order to do so, the packet analyzer
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Figure 3: Packet Sniffer Structure


must “understand” the structure of all messages exchanged by protocols. For example, suppose we are interested in displaying the various fields in messages exchanged by the HTTP protocol in Figure 3. The packet analyzer understands the format of Ethernet frames, and so can identify the IP datagram within an Ethernet frame. It also understands the IP datagram format, so that it can extract the TCP segment within the IP datagram. Finally, it understands the TCP segment structure, so it can extract the HTTP message contained in the TCP segment. Finally, it understands the HTTP protocol and so, for example, knows that the first bytes of an HTTP message will contain the string “GET,” “POST,” or “HEAD”.
We will be using the Wireshark packet sniffer [http://www.wireshark.org/] for these labs, allowing us to display the contents of messages being sent/received from/by protocols at different levels of the protocol stack. (Technically speaking, Wireshark is a packet analyzer that uses a packet capture library in your computer). Wireshark is a free network protocol analyzer that runs on Windows, Linux/Unix, and Mac computers.


Getting Wireshark

You can complete the lab using Windows/Linux computer, the following screenshots are for Kali Linux. Wireshark can also be downloaded from here:
https://www.wireshark.org/download.html
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Figure 4: Download Page of Wireshark



Starting Wireshark

When you run the Wireshark program, the Wireshark graphic user interface will be shown as Figure 5. Currently, the program is not capturing the packets.

[image: Graphical user interface, text, application, email
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Figure 5: Initial Graphic User Interface of Wireshark


Then, you need to choose an interface. If you are running the Wireshark on your laptop, you need to select WiFi interface. If you are at a desktop, you need to select the Ethernet interface being used. Note that there could be multiple interfaces. In general, you can select any interface but that does not mean that traffic will flow through that

interface. The network interfaces (i.e., the physical connections) that your computer has to the network are shown. The attached Figure 6 was taken from my computer (note, in Ubuntu VM, you may see ens160, which is eth0, you can choose it).
After you select the interface, you can click start to capture the packets as shown in
Figure 7.

Note: If you are using a mac computer and Wireshark complains about permission, open a terminal and type the following two commands

sudo chmod g+r /dev/bpf*
sudo chgrp admin /dev/bpf*
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Figure 6: Capture Interfaces in Wireshark
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Figure 7: Capturing Packets in Wireshark
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Figure 8: Wireshark Graphical User Interface on Microsoft Windows


The Wireshark interface has five major components:
The command menus are standard pulldown menus located at the top of the window. Of interest to us now is the File and Capture menus. The File menu allows you to save captured packet data or open a file containing previously captured packet data, and exit the Wireshark application. The Capture menu allows you to begin packet capture.
The packet-listing window displays a one-line summary for each packet captured, including the packet number (assigned by Wireshark; this is not a packet number contained in any protocol’s header), the time at which the packet was captured, the packet’s source and destination addresses, the protocol type, and protocol-specific information contained in the packet. The packet listing can be sorted according to any of these categories by clicking on a column name. The protocol type field lists the highest- level protocol that sent or received this packet, i.e., the protocol that is the source or ultimate sink for this packet.


The packet-header details window provides details about the packet selected (highlighted) in the packet-listing window. (To select a packet in the packet-listing window, place the cursor over the packet’s one-line  summary in the  packet-listing window and click with the left mouse button.). These details include information about the Ethernet frame and IP datagram that contains this packet. The amount of Ethernet and IP-layer detail displayed can be expanded or minimized by clicking on the right- pointing or down-pointing arrowhead to the left of the Ethernet frame or IP datagram line in the packet details window. If the packet has been carried over TCP or UDP, TCP or UDP details will also be displayed, which can similarly be expanded or minimized. Finally, details about the highest-level protocol that sent or received this packet are also provided.
The packet-contents window displays the entire contents of the captured frame, in both ASCII and hexadecimal format.
Towards the top of the Wireshark graphical user interface, is the packet display filter field, into which a protocol name or other information can be entered in order to filter the information displayed in the packet-listing window (and hence the packet-header and packet-contents windows). In the example below, we’ll use the packet-display filter field to have Wireshark hide (not display) packets except those that correspond to HTTP messages.



Capturing Packets

After downloading and installing Wireshark, you can launch it and click the name of an interface under Interface List to start capturing packets on that interface. For example, if you want to capture traffic on the wireless network, click your wireless interface.


Test Run
Do the following steps:
1. Start up the Wireshark program (select an interface and press start to capture packets). [image: Icon

Description automatically generated with medium confidence]
2. Start up your favorite browser (e.g., Chrome).
3. In your browser, go to iotas.kennesaw.edu   
4. After your browser has displayed the page,  stop Wireshark packet capture by selecting stop [image: Shape

Description automatically generated] in the Wireshark capture window. This will cause the Wireshark capture window to disappear and the main Wireshark window to display all packets captured since you began packet capture see image below:

[image: Graphical user interface, text, application

Description automatically generated]






5. Color Coding: You’ll probably see packets highlighted in green, blue, and black. Wireshark uses colors to help you identify the types of traffic at a glance. By default, green is TCP traffic, dark blue is DNS traffic, light blue is UDP traffic, and black identifies TCP packets with problems — for example, they could have been delivered out-of-order.
6. You now have live packet data that contains all protocol messages exchanged between your computer and other network entities! However, as you will notice the HTTP messages are not clearly shown because there are many other packets included in the packet capture. Even though the only action you took was to open your browser, there are many other programs in your computer that communicate via the network in the background. To filter the connections to the ones we want to focus on, we have to use the filtering functionality of Wireshark by typing “http” in the filtering field as shown below:

[image: Graphical user interface, text, application

Description automatically generated with medium confidence]


Notice that we now view only the packets that are of protocol HTTP. However, we also still do not have the exact communication we want to focus on because using HTTP as a filter is not descriptive enough to allow us to find our connection to the destination url (e.g., google.com) We need to be more precise if we want to capture the correct set of packets.






7. To further filter packets in Wireshark, we need to use a more precise filter. By setting the http.host==iotas.kennesaw.edu we are restricting the view to packets that have as an http host the www.wayne.edu website. Notice that we need two equal signs to perform the match “==” not just one. See the screenshot below:

[image: Table

Description automatically generated]
8. Now, we can try another protocol. Let’s use Domain Name System (DNS) protocol as an example here.

[image: Table

Description automatically generated]

9. Let’s try now to find out what are those packets contain by following one of the conversations (also called network flows), select one of the packets and press the right mouse button (if you are on a Mac use the command button and click), you should see something similar to the screen below:

[image: Graphical user interface

Description automatically generated with medium confidence]

Click on Follow UDP Stream, and then you will see following screen.

[image: Graphical user interface, text, application, Word
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10. If we close this window and change the filter back to “http.host==iotas.kennesaw.edu” and then follow a packet from the list of packets that match that filter, we should get the something similar to the following screens. Note that we click on Follow TCP Stream this time.

[image: Graphical user interface, text, application
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Questions for the Lab
Answer all the questions and perform tasks in Linux VM. Cite external sources if your answer uses websites. 

1. If a packet is highlighted by black, what does it mean for the packet? [20 points]


2. What is the filter command for listing all smtp traffic? [20 points]


3. Why does DNS use Follow UDP Stream while HTTP use Follow TCP Stream? [20 points]



4. Using Wireshark to capture the HTTP form submission. Open a new tab in your browser and access to KSU email using your netid and password while capturing traffic using wireshark. Now, stop capturing packet as soon as you login to your email. Could you provide a screenshot of your username and passwords from wireshark? [40 points]
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No. Time Source Destination Protocol | Lengtt Info
L1/01 L11.1Y5/>3 1Y2.108.50.5/ 1Y2.105.50. 1 UND /4 STanaara query UxcZs4 A wWww.goog Le.com
1762 111.212912 192.168.86.1 192.168.86.37 DNS 170 Standard query response 0xc234 A www.google.com A 74.125.138.99 A 74.125.138.103 A 74,
1879 112.101961 192.168.86.37 192.168.86.1 DNS 86 Standard query 0x75e8 A encrypted-tbn@.gstatic.com
1881 112.109106 192.168.86.1 192.168.86.37 DNS 102 Standard query response 0x75e8 A encrypted-tbn@.gstatic.com A 142.250.176.78
1904 112.607994 192.168.86.37 192.168.86.1 DNS 80 Standard query @xa5c5 A fonts.googleapis.com
1905 112.608174 192.168.86.37 192.168.86.1 DNS 77 Standard query 0xc8e4 A fonts.gstatic.com
T 1908 112.613294 192.168.86.37 192.168.86.1 DNS 83 Standard query 0x09f9 A safebrowsing.google.com
11909 112.624571 192.168.86.1 192.168.86.37 DNS 96 Standard query response @xa5c5 A fonts.googleapis.com A 142.250.96.95
i 1910 112.624575 192.168.86.1 192.168.86.37 DNS 129 Standard query response @xc8e4 A fonts.gstatic.com CNAME gstaticadssl.l.google.com A !
L 1911 112.624576 192.168.86.1 192.168.86.37 DNS 166 Standard query response 0x09f9 A safebrowsing.google.com CNAME sb.l.google.com A 173.:
Frame 1911: 166 bytes on wire (1328 bits), 166 bytes captured (1328 bits) on interface en@, id 0

Ethernet II, Src: Google_c5:a7:9f (28:bd:89:c5:a7:9f), Dst: Apple_c3:e3:bc (38:f9:d3:c3:e3:bc)

Internet Protocol Version 4, Src: 192.168.86.1, Dst: 192.168.86.37

User Datagram Protocol, Src Port: 53, Dst Port: 10143
Domain Name System (response)
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Q@ 7

Domain Name System: Protocol

Packets: 2104 - Displayed: 40 (1.9%) - Dropped: 0 (0.0%) Profile: Default ’
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AN I0 BERRE Qes2EF I =

Q Q& If

[ dns -]+
No. Time Source Destination Protocol | Lengtt Info

1/01 111.1Y5/23 1YZ.105.80.3/ 1YZ.105.580. 1 UND> /4 >StTanaara query Uxc4s4 A www.googlLe.com

1762 111.212912 192.168.86.1 192.168.86.37 DNS 170 Standard query response 0xc234 A www.google.com A 74.125.138.99 A 74.125.138.103 A 74,

1879 112.101961 192.168.86.37 192.168.86.1 DNS 86 Standard query 0x75e8 A encrypted-tbn@.gstatic.com
I 1881 112.109106 192.168.86.1 192.168.86.37 Mark/Unmark Packet 'd query response 0x75e8 A encrypted-tbn@.gstatic.com A 142.250.176.78

1904 112.607994 192.168.86.37 192.168.86.1 Ignore/Unignore Packet 'd query @xa5c5 A fonts.googleapis.com

1905 112.608174 192.168.86.37 192.168.86.1 Set/Unset Time Reference 'd query 0@xc8e4 A fonts.gstatic.com

1908 112.613294 192.168.86.37 192.168.86.1 Time Shift... 'd query 0x09f9 A safebrowsing.google.com

1909 112.624571 192.168.86.1 192.168.86.37 Packet Comment... 'd query response @xa5c5 A fonts.googleapis.com A 142.250.96.95

1910 112.624575 192.168.86.1 192.168.86.37 'd query response 0xc8e4 A fonts.gstatic.com CNAME gstaticadssl.l.google.com A !

1911 112.624576  192.168.86.1 192.168.86.37 Edit Resolved Name d query response 0x09f9 A safebrowsing.google.com CNAME sb.1l.google.com A 173.:

Frame 1879: 86 bytes on wire (688 bits), 86 bytes captur¢ Apply as Filter end, id @

Ethernet II, Src: Apple_c3:e3:bc (38:f9:d3:c3:e3:bc), Dsl Prepare as Filter 9:c5:a7:9f)

Internet Protocol Version 4, Src: 192.168.86.37, Dst: 19
User Datagram Protocol, Src Port: 42253, Dst Port: 53
Domain Name System (query)

Conversation Filter

Colorize Conversation

SCTP

vVvyyVvyyvyy

\4

Follow ‘
UDP Stream

0000 28 bd 89 c5 a7 9f 38 f9 d3 c3 e3 bc 08 00 45 00 (- -
0010 00 48 c3 f4 00 00 40 11 89 39 c@ a8 56 25 c0@ a8 ~HEER
0020 56 01 a5 0d 00 35 00 34 ad 2a 75 e8 01 00 00 01 V- ---
0030 00 00 00 00 00 00 0e 65 6e 63 72 79 70 74 65 64
0040 2d 74 62 6e 30 07 67 73 74 61 74 69 63 03 63 6f

0050 6d 00 00 01 00 01 m--

Copy

Protocol Preferences

Decode As...

\/

|

Show Packet in New Window

s * B C*

<.+ -e ncrypted
—tbn@-gs tatic-co

©
)

Domain Name System: Protocol

Packets: 2104 - Displayed: 40 (1.9%) - Dropped: 0 (0.0%) Profile: Default
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[ NON ) Wireshark - Follow UDP Stream (udp.stream eq 49) - Wi-Fi: en0

Usssaasaaaasencrypted—tbn@.gstatic.com....aUeuueausasaencrypted—tbn@.gstatic.com. .cvaucveavannanaaaaaN

L

1 client pkt, 1 server pkt, 1 turn.

Entire conversation (104 bytes) Show dataas  ASCII Stream 49 -

o

Help Filter Out This Stream Print Save as... Back Close

\\—/
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[ NON ] Wi-Fi: en0

Ami® BNRE Qesxzg s E a q q &

[1 | http.host==iotas.kennesaw.edu -]+

No. Time Source Destination Protocol | Lengtt Info
| 1930 112.636763 192 717 GET / HTTP/1.1

Mark/Unmark Packet
Ignore/Unignore Packet
Set/Unset Time Reference
Time Shift...

Packet Comment...

Edit Resolved Name

Apply as Filter >
Prepare as Filter >
Frame 1930: 717 bytes on Conversation Filter > s captured (5736 bits) on interface en0, id @
Ethernet II, Src: Apple_ Colorize Conversation > :), Dst: Google_c5:a7:9f (28:bd:89:c5:a7:9f)
Internet Protocol Versia SCTP > j+. 1A% 72 120 108
Transmission Control Pr'2897, Ack: 1, Len: 651
[3 Reassembled TCP Segme ‘ #1930(651) ]
Hypertext Transfer Proto *°™ 1 E
Protocol Preferences > HTTP Stream
Decode As...
Show Packet in New Window
0000 28 bd 89 ¢5 a7 9f 38 f9 d3 c3 e3 bc 08 00 45 00 (erees 8 ceren E-
0010 02 bf 00 00 40 00 40 06 bb e2 c@ a8 56 25 a8 1c @@ V%
0020 bd 6c c5 aa 00 50 14 74 b8 02 5a b6 fe d2 80 18 sLeeePrt o0 Zeree
0030 @8 @a 8e 79 00 00 01 01 08 @a db 74 54 47 9d 09 yoroo TG

0040 fa f5 52 7a 38 6b 72 67 32 74 4c 4f 36 70 67 75 - +Rz8krg 2tL06pgu
0050 58 57 70 35 6f 6c 6b 41 63 55 6e 69 51 59 50 48  XWp50lkA cUniQYPH
0060 61 4d 57 57 67 64 4a 33 78 7a 50 57 51 6d 64 6a  aMwwWgdJ3 xzPwQmdj
0070 30 79 25 37 43 4d 43 4f 50 54 4f 55 54 2d 31 36  Qy%7CMCO PTOUT-16
0080 33 33 34 35 36 34 38 31 73 25 37 43 4e 4f 4e 45 33456481 s%7CNONE
0090 25 37 43 4d 43 41 49 44 25 37 43 4e 4f 4e 45 25  %7CMCAID %7CNONESs
00ab 37 43 76 56 65 72 73 69 6f 6e 25 37 43 34 2e 34  7CvVersi on%7(C4.4
00b0  2e 31 25 37 43 4d 43 43 49 44 48 25 37 43 2d 38  .1%7CMCC IDH%7C-8
00co 35 31 31 37 39 37 30 35 3b 20 5f 67 69 64 3d 47 51179705 ; _gid=G
00d0 41 31 2e 32 2e 31 37 30 30 34 35 32 33 38 37 2e Al1.2.170 0452387.
00ed 31 36 33 33 34 34 39 38 30 37 3b 20 73 5f 70 65 16334498 07; s_pe
00f0 72 73 3d 25 32 30 76 38 25 33 44 31 36 33 33 34  rs=%20v8 %3D16334
0100 35 32 33 35 33 34 36 35 25 37 43 31 37 32 38 30 52353465 %7C17280
0110 36 30 33 35 33 34 36 35 25 33 42 25 32 30 76 38 60353465 %3B%20v8
0120 5f 73 25 33 44 4c 65 73 73 25 32 35 32 30 74 68 _s%3DLes s%2520th
0130 61 6e 25 32 35 32 30 31 25 32 35 32 30 64 61 79 an%25201 %2520day
0140 25 37 43 31 36 33 33 34 35 34 31 35 33 34 36 35 %7C16334 54153465
0150 25 33 42 25 32 30 63 31 39 25 33 44 62 70 64 67 %3B%20cl 9%3Dbpdg
0160 25 32 35 33 41 70 72 65 76 69 65 77 25 32 35 33  %253Apre view%253
0170 41 25 37 43 31 36 33 33 34 35 34 31 35 33 34 37 A%7C1633 45415347
0180 35 25 33 42 25 32 30 76 36 38 25 33 44 31 36 33  5%3B%20v 68%3D163

Frame (717 bytes) Reassembled TCP (3547 bytes)

. Z wireshark_Wi-FiIMHKTA1.pcapng Packets: 2104 - Displayed: 1 (0.0%) - Dropped: 0 (0.0%) Profile: Default
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[ NON ) Wireshark - Follow TCP Stream (tcp.stream eq 34) - Wi-Fi: enO

GET / HTTP/1.1

Host: iotas.kennesaw.edu

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/
94.0.4606.61 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif, image/webp, image/apng,*/
*;0=0.8,application/signed-exchange;v=b3;q=0.9

Accept-Encoding: gzip, deflate

Accept-Language: en,es;q=0.9

Cookie: _ga=GAl1l.2.1772784391.1596548394; _fbp=fb.1.1596548394509.1400121367; _hp2_id.
1083010732=%7B%22user1d%22%3A%226671683869601797%22%2C%22pageviewld%22%3A%228925619575020630%22%2(%22sessionId
%22%3A%225988800588030499%22%2(%22identity%22%3Anul1%2C%22t rackerVersion%22%3A%224.0%22%7D;
AMCV_8E929CC25A1FB2B30A495C97%40Adobe0rg=1687686476%7CMCIDTS%7C18636%7CMCMID%7C7814910034787629893269160457259
0389117%7CMCAAMLH-1610737655%7C7%7CMCAAMB-1610737655%7CRKhpRz8krg2tL06pguXWp501kAcUniQYPHaMWWgdJ3xzPWQmdj@yss7C
MCOPTOUT-16101400555%7CNONESs7CMCAID%7CNONE%7CvVersion%7C3.0.0;

__gads=ID=3956eecc4fb39dca: T=1600370485:R:S=ALNI_MYtaSW0a5e6RTmYWI6MIQDBqqGzZg; utag_main=v_id:
0176e3659a7100461772b5162d3403077003e06f00bd0$_sn:1$_se:5$_ss:0$_st:1610134698102¢$ses_id:1610132855412%3Bexp—
session$_pn:3%3Bexp-session$vapi_domain:kennesaw.edu; _CEFT=Q%3D%3D%3D; calltrk_referrer=https%3A//
ccse.kennesaw.edu/it/programs/msit.php; calltrk_landing=https%3A//ccse.kennesaw.edu/advising/faqs/
transfer.php; calltrk_session_id=725b2a80-7a2c-4ada-b249-6eb7d56eed20; calltrk_fcid=53fa39cd-0cb6-48e8-b6ff-
d105c40b835a; _gcl_au=1.1.132630750.1620070367;

_gac_UA-69968755-15=1.1626721751.Cj0KCQjwxdSHBhCAARIsAG6zh LlUdWzTiWBrrVjg77CL9D0-jz3d90grrftwKd—o-
XxkliyFpjwurO06BAaAvwmEALw_wcB;

_gac_UA-55494368-1=1.1626807708. Cj0OKCQjw6NmHBhD2ARISAI3hrMOw7_MAVvic986KJoXRBIb1DOrDrcTCEyDgElyfulHPgdEI-
AKKFJIaAlMmEALw_wcB; _gcl_aw=GCL.1627574880.CjwKCAjwo4mIBhBsEiwAKgzX0FZCTPX0aFwSnoMJ6As8xd_hIWU1XC9cRSM19iNOf-
q9-vHaFmY-aRoCQQkQAvD_BwE;
_gac_UA-69968755-13=1.1627574880.CjwKCAjwo4mIBhBsEiwAKgzX0FZCTPX0aFwSnoMJ6As8xd_hJWU1XC9cRSM19iN@f-q9-vHaFmY-
aRoCQQkQAVD_BwE; _ utma=247921821.1772784391.1596548394.1627659890.1627944782.12;
__utmz=247921821.1627944782.12.11.utmcsr=google |utmccn=(organic) [utmemd=organic |utmctr=(not%20provided);
__utmc=247921821;

amplitude_id_1d890e80ea7a@ccc43c2b06438458f50kennesaw. edu=eyJkZXZpY2VIZCI6IjcIMTFINmFhLTAyMzAtNGYXMC1hMWM1LTM3
NGMyZTc5MGM4NVIilCJ1c2VySWQiOm51bGws ImOwdE91dCI6ZmFsc2UsInN1c3Npb25JZCI6MTYzMDQOMjQWNT czMywibGFzdEV2ZW50VG1tZS
I6MTYzMDQOMjQyNTMOOSwiZXZ1bnRIZCI6NywiaWR1bnRpZn1JZCI6MCwic2VxdWVuY2V0dW1iZXIi0jd9; _sctr=1|1632888000000; wp—
settings—-6=1ibraryContent%3Dbrowse%26editors3Dtinymce%26urlbutton%3Dfile; wp-settings-time—6=1632926061;
AMCVS_4D6368F454EC41940A4C98A6%40Adobelrg=1;
AMCV_4D6368F454EC41940A4C98A6%40Adobe0rg=1075005958%7CMCIDTS%7C18906%7CMCMID%7C7831710260106885006270256618614
6872246%7CMCAAMLH-1634054081%7C7%7CMCAAMB-1634054081%7CRKhpRz8krg2tL06pguXWp501kAcUniQYPHaMWWgdJ3xzPWQmdj@yss7C
MCOPTOUT-16334564815%7CNONESs7CMCAID%7CNONE%7CvVersion%s7C4.4.1%7CMCCIDH%7C-851179705;
_9id=GA1.2.1700452387.1633449807;
S_pers=%20v8%3D1633452353465%7C1728060353465%3B%20v8_s%3DLess%2520than%25201%2520day%7C1633454153465%3B%20c19%

3 client pkts, 33 server pkts, 1 turn.

Entire conversation (48kB) Show dataas  ASCII Stream 34 -

-

Help Filter Out This Stream Print Save as... Back Close
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