 
Web Anonymity - Using wireshark to observe tor data packets (TOR)
[bookmark: _GoBack]Assignment 
Total point: 100
using wireshark to observe tor data packets
[bookmark: _bookmark1]Part A: Lab Description: Using Wireshark to Observe Tor Data Packets, demonstrates how Tor browser and Tor routing technology masks network data. 
Wireshark is a program that allows users to capture data packets of different network information. This information includes the source and destination IP address that the data packets were sent from and to, as well as the specific network protocol used. Particularly, we will consider how this network data changes while using Tor browser, when compared to using a traditional web browser. Since Tor anonymizes network information, and the data packets are routed and rerouted through various nodes in the Tor network, your IP information will change when using Tor browser. 
That said, as discussed in the PowerPoint slides for this module, it is important to reiterate that Tor’s anonymization of data should not be confused with user privacy. Host information can still be obtained while using Tor. 
For instance, web cookies can be used to track Tor users’ real IP address. Cookies are plain text files that are stored in a temporary folder in your computer, which contains your browser session data. Companies can use cookies to obtain user information for various reasons, such as to make tasks like signing in easier (e.g., cookies allow you to save login information, so that you do not have to sign in again when leaving and returning to a site). If a user visits a website without using Tor and then visits the same website while using Tor, whoever controls that website can see the real IP address of the user, because that information was stored previously when used without Tor. For more on this refer to the examples mentioned in the powerpoint slides. 
Lab Environment: In this lab, students will be able to understand and show how Tor anonymizes web browsing using Wireshark. You will download the necessary software (Tor Browser and Wireshark) to run tests. Students should produce screenshots of the data to validate their work.  
Lab Files that are Needed: Internet access is needed to download the required software. 
Lab Exercise/step 1 
Download and install Wireshark: https://www.wireshark.org/download.html 
LAB EXERCISE/STEP 2
After download and installation, open Wireshark by choosing your connection (Wi-Fi, Ethernet, etc). 
[image: Crucial SSD:Users:sland:Desktop:Screen Shot 2017-09-10 at 4.50.20 PM.png]
[bookmark: _Hlk12822715]LAB EXERCISE/STEP 3 [10 points]
Go to the following website to find both your IP address and location: https://whatismyipaddress.com/ (Please make a note of this for comparison later when using Tor browser below).
LAB EXERCISE/STEP 4 
Open Wireshark, as well as a new browsing window. In the new browsing window, go to the UTC website: https://www.utc.edu/ 

LAB EXERCISE/STEP 5 [10 points]
After the UTC page loads, go back to Wireshark, and press “tab capture” in the top left corner to capture data packets. This stops the session so that you can observe the results. 
A. What is the source IP address?

B. What is the destination IP address?

LAB EXERCISE/STEP 6 
Download and install Tor: https://www.torproject.org/projects/torbrowser.html.en 

LAB EXERCISE/STEP 7 [10 points]
After download and installation, open Tor browser.
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LAB EXERCISE/STEP 8 [10 points]
In Tor browser open, go to same website you just visited to find your TOR IP address and location: https://whatismyipaddress.com/ (compare this information with your findings in step 3 above).
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LAB EXERCISE/STEP 9 [10 points]
Still using Tor, visit the UTC website again (https://www.utc.edu/)

LAB EXERCISE/STEP 10 [10 points]
After the UTC page loads, open Wireshark again, and press “tab capture” in the top left corner to capture Tor data packets.
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LAB EXERCISE/STEP 11 [10 points]
If not already selected, limit search to TCP and press enter/return (this is highlighted in green at the top of the page). If you look at the entire row with TCP, that is, over to the source and destination IP address, you will see that the IP information has changed from when you were not using Tor browser. This is an example of how Tor anonymizes host data.
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What to submit 

Students should produce an MS Word or PDF document with each step, along with screenshots underneath these steps to validate their work (similar to the screenshots in the previous section).  


Part B: Answer the following questions. [30 points]

(i) What is “Tor”? 
Tor Acronym: Stands for, “The Onion Router” 
Development: The U.S. Naval Research Laboratory developed Tor in the mid-1990s for the main purpose of protecting U.S. intelligence communications.
Working definition: Tor is an open-source software program released in 2002, which is primarily used to avoid network surveillance (traffic analysis) and safeguard user identity and/or promote user anonymity. 

(b) How does Tor utilize onion routing?

A. Encapsulation (via asymmetric key cryptography): When a Tor user makes a request to visit a website, this request is enclosed within multiple layers of encryption, and then sent through a series of onion routers/nodes/relays (which could be anywhere in the world [6000 nodes – U.S. provides 1300 of these]) all linked up through a proxy. At each step toward the destination node, the onion routers remove the encryption layers. The idea is that the origination of the request cannot be traced back to the user’s computer, because each previous node contains limited information.

B. Structured randomness: While ISPs are still utilized by Tor, the paths that the data takes through these proxy servers adds more security and privacy at the application layer than normal network routing (server-to-server). 
(c) Are there any trade-offs to using Tor?
A. Efficiency: With added privacy and security, also means sometimes taking a hit on efficiency.

B. Qualified randomness: Some studies have shown that certain Tor exit nodes in different countries were selected more often than those in other countries; thus, questioning whether or not Tor can provide the kind of randomness that is often associated with it.[footnoteRef:1]  For example, the origination of the data may be easier to trace if it is more probable that the traffic pattern within Tor nodes is routed one way, rather than another. For this reason, while Tor provides impressive security, the meaning of Tor “anonymization” may need to be qualified a bit further in order to safeguard users from the assumption that traffic fingerprinting is an impossibility when using the browser.  [1: See Alexander Schaap, “Characterization of Tor Exit-Nodes,” (2013), http://referaat.cs.utwente.nl/conference/18/paper/7381/characterization-of-tor-exit-nodes.pdf (Accessed August 25, 2017).  cf. Andy Greenburg, “Here’s What Tor’s Data Look Like As It Flows Around the World,” Wired (January 17, 2016), https://www.wired.com/2016/01/heres-what-tors-data-looks-like-as-it-flows-around-the-world/ (Accessed August 25, 2017. ] 


C. Cautious anonymization: Some have warned that while Tor provides anonymity, this should not be confused with privacy. In other words, Tor users still have to make sure not to divulge personal information, and of course, not engage in illegal activities. 

(d) Please research how Eldo Kim was identified after performing bomb threat. 
Eldo Kim (Harvard bomb threat): Kim emailed a bomb threat to the school newspaper and other Harvard authorities via Tor over a monitored school network, and using his student account. Since he was one of the only students using Tor on the network, they were able to correlate the time of his correspondence and link the email to him. He also admitted to it.

(e) Please research how Hector Xavier Monsegur (Sabu) and Jeremy Hammond were found while they are using Tor.   
Hector Xavier Monsegur (Sabu) and Jeremy Hammond (FBI correlation):  Sabu and Hammond were already under investigation by the FBI. Sabu used Tor regularly, but got caught signing into Internet Relay Chat once without it. As a result, the FBI was able to attain his IP address and trace his correspondences with Hammond.


(f) Please research how Ross Ulbricht (The Silk Road) was identified when they are using Tor.  
Ross Ulbricht (The Silk Road): The Silk Road was among the first modern darknet markets. Ulbricht wanted to market his site, so he left random posts on forums that appeared like he was advertising, more so than just saying it was a good site. He made a big mistake when he sent out a request for IT help and told potential clients to send their correspondences to his personal email account.
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