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Part A [50 points]
Content provider security: Content providers is one of Android’s core components that enables you to access data of other applications where data is stored in databases or flat files, or on a remote server. Content providers let you centralize content in one place and have many different applications access it as needed. Content providers support the four basic operations, normally called CRUD-operations. With content providers those objects simply represent data – most often a record (tuple) of a database – but they could also be other type data such as a photo on your SD-card or a video on the web. In most cases this data is stored in an SQlite database. 

SQLite databases can only be used by the app that created it. You create a content provider in the app that creates the database. However you can choose to share the database with other apps by content provider to manage access to this shared database. You’ll need a content provider if you want to allow other apps to access your database and if you want to perform custom search suggestions in your own app. Any app wanting to use the database must use a content resolver to do so. The Content Resolver communicates with the Content Provider 

In this part, you will explore content provider leakage and securing against such leakage. Goto https://sites.google.com/site/smsdproject/home/secure-mobile-database/sqlite-content-provider
Review the pre-lab section. Then, complete hands-on lab, provide screenshots for grading. 
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Part B: [50 points] 
Cryptography, which is changing original information to some format to avoid other people getting it. In this lab We will first talk about Encryption and Decryption.  We will also talk about Digital Signature which is widely used in mobile security to ensure that an electronic document (e-mail, spreadsheet, text file, etc.) is authentic. The signature validation will ensure that you know who created the document and you know that it has not been altered in any way since that person created it.
In this section, you will learn how to securely store data within mobile application using asymmetric crypto functions. 
Goto, https://sites.google.com/site/smsdproject/home/secure-mobile-database/sqlite-cipher
Complete hands-on part of output encoding for grading, and provide your screenshots.
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