Assignment 
[bookmark: _GoBack]Total Point: 100

In this assignment you will first install MobiSF tool. Windows instructions are below. 

Part A: Next you will apply the tool to analyze 5 malware apk samples (provided in the zip file mobile-sample.zip) and report a summary of static and dynamic analysis. Provide screenshots. [80 points]







Part B: You will categorize the five apk files based on the summary of analysis from most risky to least risky app with your rational why. [20 points]

	Apk sample
	High Risky (Y/N)
	Risky (Y/N)
	Less Risky (Y/N)

	a.apk
	
	
	

	b.apk
	
	
	

	c.apk
	
	
	

	d.apk
	
	
	

	e.apk
	
	
	













Instructions of installing MobileSF in Windows:

1) Download the MobSF folder from the github using the below link  https://github.com/MobSF/Mobile-Security-Framework-MobSF
[image: ]


2) Various softwares need to be installed in the computer
· Python
· RSA (Via python)
· Java JDK and JRE needs to be installed Details of the installation is given below:
https://github.com/MobSF/Mobile-Security-Framework-  MobSF/tree/master/install/windows


a) Python download:
o		Download the latest python by using the link  https://www.python.org/downloads/


[image: ]

Python needs to be successfully installed and check box the ͚Add to Path͛ option as shown below

[image: ]
b) Install rsa. Open cmd and type the below command
Command python -m pip install rsa


[image: ]


c) Download the setup.py script from the below link and save it in desktop as below
https://raw.githubusercontent.com/MobSF/Mobile-Security-Framework-  MobSF/master/install/windows/setup.py

[image: ]

· Search MobSF in the search bar and remove net461 folder from the below folder in your computer
C:\Users\haris\MobSF\Tools\Microsoft.CodeAnalysis.BinSkim.1.5.0- beta\tools

[image: ]



· Using cmd, run the downloaded setup.py script.


[image: ]






· When the script runs, allow installation of few files

[image: ]

d) Download Django using cmd with below command
Command: pip install django
[image: ]


e) Download requests using cmd with below command
Command: pip install requests
[image: ]

f) Download androguard using cmd with below command
Command: pip install androguard
[image: ]


[image: ]
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g) Download capfuzz folder from the below link  https://github.com/MobSF/CapFuzz
[image: ]

Unzip and copy the folder in the below path

[image: ]


3) MobSF is show as below in cmd when below command is executed
Command: python manage.py runserver
[image: ]

Below MobSF screen is appeared when corresponding http address is typed in google chrome. Address: http://127.0.0.1:8000/
[image: ]




Testing of an apk file:
3) Spyware


http://127.0.0.1:8000/StaticAnalyzer/?name=sps.apk&type=apk&checksum=f1b8f60af73597224cb7847  3ae693c6b
sps.apk file analysing
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Links used:
1) MobSF documentation:  https://github.com/MobSF/Mobile-Security-Framework-MobSF
2) Installation guide:
https://github.com/MobSF/Mobile-Security-Framework-  MobSF/tree/master/install/windows
3) YouTube links:
· https://www.youtube.com/watch?v=17ilENuMj58
· https://www.youtube.com/watch?v=4t3kN8UvAKM


Some possible errors during the setup and their solutions:

Error 1:  Error “Found more than 2 exes for binskim, panic! “

In this location MobSF\Tools\Microsoft.CodeAnalysis.BinSkim.1.5.0-beta\tools a folder named net461 needs to be deleted.

Website	used:	https://stackoverflow.com/questions/50190542/found-more-than-2-exes-for-binskim- panic-in-mobsf

Error 2: Django is not set up

We need to execute few commands in cmd. Using the below video and website, we can resolve the error.

YouTube: https://www.youtube.com/watch?v=MEcWRk9w0t0&t=433s

Website: https://docs.djangoproject.com/en/2.0/howto/windows/

Error 3:

Resolving error "No module named requests"

Command: Type pip install requests in cmd so that all the requests gets downloaded

Error 4:

Resolved error "No module named androguard"

Command: pip install androguard
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Downloading https://Files.pythonhosted.org/packages,/cF/£5/af2b09c957acesddc fac112b669cA5CCI7e32f9AaaBbS6dadcod 1682825 /python_dateutil-2.7.3-py2. py3-none-any.whl (211kB)
100% | | 215k8 1.18/5
Collecting pyparsing]=2.9.4,1-2.1.2,1-2.1.6,>=2.0.1 (from matplotlib->androguard)
Downloading https ://Files pythonhosted.org/packages,/6a/8a/TI8Fd7434580F abse67186b00abdd 3456399767 Fb3ae72201b026a50/ pyparsing-2.2.0-py2. py3-none-any..whl (56k8)
100x || | o\c o754 /<
Collecting cycler>=0.10 (from matplotlib->androguard)
Downloading https://files.pythonhosted.org/packages/f7/d2/e07d3ebbba7af 696400ce7e754€5944546 Fe1bbe732c8ab68HICEMe61 /cycLer-0.10.0-py2. py3-none-any whl
Collecting kivisolver>=1.0.1 (from matplotlib->androguard)
Downloading https://Files.pythonhosted.org/packages/fd/59/874262¢77c852¢0900409aF 42cCcA165120943ba3b52d57a3ddeS6cbOca  kinisolver-1.0.1-cp3-none-win32.whl (44K8)
100% | N | 51 1.5%6/s
Collecting 51x-1.10 (from matplotlib->androguard)
Downloading https://Files. pythonhosted.org/packages/67/ab/ 1415811041 6397bf a78acod43d8ad2%07canIead0a2d863 e 30562860, 51x-1. 11.0-py2. py3-none-any .whl
Requirenent already satisfied: pytz in c:\users\haris\appdata\local\prograns\python\python36-32\1ib\site-packages (from matplotlib->androguard)
Collecting numpy>-1.7.1 (from matplotlib->androguard)
Downloading https: /) Files.pythonhosted.org/packages,/e7/13/b4217ea0d001ddd8a7235aeb876754065130099c 367303 FTeedcccbac3d /numpy-1..14..5-cp36-none-wind2.whl (9.848)
100% | | ©.5'c 79:/s
Collecting parso>=0.2.9 (from jedi>=D.10->ipython>=5.0.0->androguard)
Downloading https://files.pythonhosted.org/packages/cd/3e/S988F9577dbd 15453664349 d11e46b726¢ 1e4dBed6T6bbeBasdde316/parso-9. 2. 1-py2. py3-none-any.whl (91k8)
00% | | o2k8 1.1/
Collecting weuidth (From prompt-toolkit<2.8.0,>=1.6.15->ipython>=5.0.0->androguard)
Downloading https://files. pythonhosted.org/packages /7e/3f 526a6947247599b08Ace5232e4F 919038 3984730048662 3ab571a5bfe/wcwidth-0.1.7-py2. py3-none-any .whl
Collecting ipython-genutils (from traitlets>=4.2->ipython>=5.0.8->androguard)
Downloading https://Files. pythonhosted.org/packages,/fa/bc/9bd3b5c2ba774d533b2d504F1460be0d 7df 2fea2f352135381¢347c6%a/ ipython_genutils-0.2.0-py2.py3-none-any.whl

Installing collected packages: pygments, future, colorama, asnlcrypto, parso, jedi, decorator, pickleshare, backcall, wewidth, six, prompt-toolkit, ipython-genutils, traitlets, sisplegeneric, ipython, networkx,
Lxnl, python-dateutil, pyparsing, cycler, kimisolver, numpy, matplotlib, androguard

Running setup.py install for future ... done

Running setup.py install for backcall ... done

Running setup.py install for simplegeneric ... done

Running setup.py install for networkx ... \

e T - e
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Collecting decorator (from ipython>=.0.0->androguard)
Downloading https://Files. pythonhosted.org/packages /bc/bb/a24838832ba35baf 52F32ab1249b00GbSFB2Fb7c T6b2F6a7e 35¢140bac30/ decorator -4.3.0-py2. py3-none-any. whl
Collecting pickleshare (from ipython>=5.0.0->androguard)
Downloading https://+iles.pythonhosted.org/packages /9F /17/das142FcObesb6F 26+ e
Collecting backcall (from ipython>=5.9.0->androguard)
Downloading https://Files.pythonhosted.org/packages/84/71/cBcadfSbble08401b916c65003ac F0a0655AF935474d03b TIF 336431060 backeall-0.1.0. tar g2
Collecting prompt-toolkit<2.0.0,5+1.0.15 (from ipython>=5.0.6->androguerd)
Downloading https://files pythonhosted.org/packages/04/d1/c6616dd03701e7e207306d5¢ 3b41012256e42b72561F16a7bd86dd7b43/prompt._toolkit-1.0.15-py3-none-any.whl (247k8)
1o0% | NN | 25co 156/
Collecting traitlets>=4.2 (from ipython>=5.0.0->androguard)
Downloading https://files.pythonhosted.org/packages/93/d6/abch22de61d78e2f 3959064628577 1e47e7cco0d5 369342621 edicea/ traitlets-4.3.2-py2. py3-none-any.whl (74kE)
100% | | s1ke 168/
Collecting simplegeneric>0.8 (from ipython>=5.0.0->androguard)
Downloading https://files. pythonhosted.org/packages/3d/57/4d3cSe3ae9a255¢ 0421106057 24056034070 Fcolb2e3e345898e49d5b /simplegeneric-9.8.1.2ip
Collecting python-dateutil>=2.1 (from matplotlib->androguard)
Downloading https.://files.pythonhosted.org/packages,/cf/f5/af2b09c957aces0dc fac112b669cA5CBC97e32494aaBbS6dadc 1682825/ python_dateutil-2.7.3-py2.py3-none-any.whl (211kB)
100% | | 2158 1.108/5
Collecting pyparsing|=2.9.4,1<2.1.2,1=2.1.6,>=2.9.1 (from matplotlib->androguard)
Downloading https://Files pythonhosted.org/packages/Ga/Sa/ T18Fd743458FOF abaet7186b00abdd345b630976bc7Fblae 72215026350/ pyparsing-2.2.0-py2. py3-none-any.whl (S6KE)
100% | I | 1.5 575k6/s
Collecting cycler>=0.10 (from matplotlib->androguard)
Downloading https://Files. pythonhosted.org/packages/f7/d2/e07d3ebb2ba7af 696400ce T 754c59dd545+ fe1bbe732c8abeBbICE34e61/ cycler-0.10.0-py2. py3-none-any..whl
Collecting kinisolver>=1.0.1 (from matplotlib->androguard)
Downloading. https://files.pythonhosted.org/packages,/fd/59/874262¢T7c852c09004093 A2cccA165120943ba3bs2d57a3ddeSbcbdca/ kinisolver-1..1-cp36-none-win32.whl (44kE)
100% | | 51ke 1518/
Collecting s1x0=1.18 (from matplotlib->androguard)
Downloading https://files. pythonhosted.org/packages/67/4b/141a581104b16397hfa7BacOd43d8ad29a7cad3ead0a2d863 Fe3056e86a/ 5ix-1.11.0-py2. py3-none-any.whl
Requirenent already satisfied: pytz in c:\users\haris\appdata\local\prograns\python\python36-32\lib\site-packages (from matplotlib-androguard)
Collecting numpy>=1.7.1 (from matplotlib->androguard)
Downloading https:/)files.pythonhosted.org/packages,/e7/13/ba217¢add001ddd8a7235aeb876754065130099c 367303 TeeBccebiedd /numpy-1..14.5-cp36-none-wini2.whl (9.848)
100% | I | ©.c'c 79k/s
Collecting pars0>-0.2.0 (from jedi>-d.10->ipython>=5.0.0->androguard)
Downloading https://files.pythonhosted.org/packages/cd/3e/5908f9577dbd1e 5453664349 d11e46b726¢1eAdBcd676bbeBaadde316/parso-9.2. 1-py2. py3-none-any.whl (91kB)
100% | | 528 1.1/
Collecting wewidth (from prompt-toolkit<2.0.0,><1.0.15->ipython>=5..0->androguard)
Downloading https://Files. pythonhosted.org/packages/7e/0F/526a6947247599b084ee’5232e4F919038F 3984730048662 1b571a5be /ucuidth-0.1.7-py2. py3-none-—any..wh
Collecting ipython-genutils (from traitletss=d.2->ipython>~5.0.0->androguard)
Downloading https://Files.pythonhosted.org/packages, fa/bc/9bd3bsc2ba774d533b2d5441460be0d  7dF2Fed2F352135361347c69a/ ipython_genutils-0.2.0-py2.py3-none-any.whl

cb9a138940671490b91chS587393F297c8317/pickleshare-0.7.4-py2. py3-none -any.wh1

Installing collected packages: pygments, future, colorasa, asnicrypto, parso, jedi, decorator, pickleshare, backesll, wewidth, six, prompt-toolkit, ipython-genutils, traitlets, simplegeneric, ipython, networkx,

Lxm, python-dateutil, pyparsing, cycler, kiwisolver, numpy, matplotlib, androguard

Runining setup.py install for future ... done
Running setup.py install for backcall ... done
Running setup.py install for simplegeneric ... done
Running setup.py install for networkx ... done

Successfully installed androguard-3.2.0 asnicrypto-0.24.0 backcall-0.1.0 colorama-0.3.9 cycler-0.10.0 decorator-4.3.0 future-0.16.0 ipython-6.4.0 ipython

nutils-6.2.0 jedi-0.12.0 kiwisolver-1.0.1 Lual-4.2.2 mal

tplot1ib-2.2.2 networkx-2.1 numpy-1.14.5 parso-9.2.1 pickleshare-8.7.4 prowpt-toolkit-1.6.15 pygments-2.2.0 pyparsing-2.2.0 python-dateutil-2.7.3 sinplegeneric-9.8.1 six-1.11.0 traitlets-4.3.2 ucwidth-9.1.7

hoev

Vou are using pip version 9.0.3, version 10.0.1 is available

You should consider upgrading via the ‘python - pip install --upgrade pip’ command.
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File "<frozen importlib. bootstrap>", Line 955, in _find_and_load_unlocked

File "cfrozen iportlib. bootstrap>”, Line 665, in _load_unlocked
File "<frozen importlib. bootstrap_external>®, line 678, in exec_module
File "cfrozen importlib. bootstrap>", Line 219, in call with_frases renoved
File "C:\Nidhi\Hobile-Security-Framevork-HobSF master\NobSF\urls.py", line 4, in <module>
import DynamicAnalyzer. views android.dynamic
File "C:\Nidhi\Hobile-Security-Franework-HobSF -naster\DynamicAnalyzer\views\android\dynamic. py’
From DynamicAnalyzer. tools.webproxy. import (
File "C:\Nidhi\Mobile-Security-Framework-MobSF-naster\DynamicAnalyzer\tools\webproxy .py”, line 6, in <nodule>
import capfuzz as cp.
oduleNotFoundError: No module nased *capfuzz

, line 28, in <wodule>

C: \idhi \Hobi le-Se
performing systen

rity-Franework-MobSF-master>python manage.py runserver
ecks

[WARNING] wkhtmltopdf is not installed/configured properly. PDF Report Generation is disebled

obile Security Framework v1.0 Beta

REST APT Key: 66eaB71c3d3172bc2a2d183aacFdf7§703020fdd324addAceS5cc2cB2865be
05: Windows
Platform: Windows-10-10.9.17134-5P0

(INF0] Finding 0K Location in Windows
[INF0] Oracle Java DK is installed!

[WARNING] Could not find Virtualox path.
[INFO] MobsF Basic Environment Check
[INF0] Checking for Update.

[INFO] Mo updates available.
System check identified no issues (9 silenced)

You have 13 unapplied migration(s). Your project may not work properly until you apply the migrations for app(s): StaticAnalyzer, auth, contenttypes, sessions
Run "python manage.py migrate’ to apply thea.

June 24, 2018 - 1:34:23

Django version 2.0.6, using settings "MobSE.settings'

Starting development server at http://127.0.0.1:8000/

Quit the server with CTRL-BREAK.
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“abc_action_bar_home_description" : “Vai alla home page"
“abc_action_bar_up_description" : “Vai in alto"
“abc_action_menu_overflow_description" : "Altre opzioni
“abc_action_mode_done" : "Fine"
“abc_activity_chooser_view_see_all" : "Visualizza tutte"

“abc_activitychooserview_choose_application" : "Scegli un‘applicazione"

"abc_capital_off" : "OFF"
"abc_capital_on": "ON"

"abc_search_hint" : "Cerca..."

“abc_searchview_description_clear" : "Cancella query"
“abc_searchview_description_query" : "Query di ricerca"
“abc_searchview_description_search" : “Cerca”
“abc_searchview_description_submit" : "Invia query”
“abc_searchview_description_voice" : "Ricerca vocale"
“abc_shareactionprovider_share_with" : “Condividi con”

abc_shareactionprovider_share_with_application” : "Condividi tramite %s"
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