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[bookmark: _bookmark1]Lab Description: Demonstrate understanding of web application vulnerabilities and the tools that can be used to find them
Lab Environment: Kali Linux with DVWA Installed
Lab Files that are Needed: A Kali Linux VM
Lab Exercise 1: DVWA Setup
If DVWA is installed and running on the chosen Kali VM, skip this step.
To install DVWA, go to http://dvwa.co.uk/ and download the latest version of the application.  This is a zip file, extract it on the host OS or in the VM and place the contents into /var/www/html/.  In a terminal, navigate to that directory and change the permissions on that folder with chmod -R 777 [folder name here].  Look at the following screenshot as an example:
[image: ]


Now, since Kali uses MariaDB instead of mysql, the sql user can not be root.  To change this, enter the following sql queries while logged in as root.
# service mysql start
# mysql -u root -p
[Enter root password] 
> create database dvwa;
> CREATE USER 'user'@'localhost' IDENTIFIED BY 'p@ssword';
> grant all on dvwa.* to 'user'@'localhost';
> flush privileges;
> exit

Navigate into the folder and make a copy of /var/www/html/DVWA-master/config/config.inc.php.dist in the same folder, rename the copied file config.inc.php.  Open the new file and change the user from ‘root’ to ‘user’, then save:
[image: ]
Next, open the php.ini file in a text editor.  This can be found at: /etc/php/[version number]/apache2/php.ini.  At the time of this writing, the setting that needs to be changed is on line 840 (version 7.2).  Make sure this setting is turned on like so: allow_url_include = On.  Save and close the file.
Now apache and mysql need to be running and all changes need to be initialized, to do this, execute service apache2 restart && service mysql restart in the terminal.  In a browser, navigate to http://127.0.0.1/DVWA-master/setup.php to see what is enabled or disabled, and to ensure everything is working properly.

At the bottom of the page, there is a create/reset database button, click it and if everything is set up correctly there will be no errors.  To log in, use the credentials:
Username: ‘admin’
Password: ‘password’
Congratulations, you can now continue onto the rest of the lab.


Lab Exercise 2: Scanning
Make sure that the security setting for DVWA is on low.  If a greater challenge is desired, this setting can be changed to a higher setting.

[image: ]

1. Use nmap to find the OS, services, and their version numbers on 127.0.0.1. Provide screenshot. [10 points]
2. Use NSE to execute a script, explain what the script does and the results from the execution. Provide screenshot. [10 points]
3. Use nikto to scan the local system ports 1-500.  Provide screenshot. [40 points]
a. Were there any servers running?  
b. If so, what is the port number and server version?
c. If a server was found, how many potential vulnerabilities were uncovered?
d. Take a screenshot of the results.


Lab Exercise 3: SQL Injection
For this exercise it might be helpful to review SQL query syntax.  The end goal of this exercise is to extract usernames and passwords.  Submitting just a single quote will yield an error which should throw up a red flag in the mind of a developer.  The SQL syntax error would have been caught if any input validation was in place, and such a verbose error should never be displayed.  In this exercise, the SQL vulnerability will be exploited.
1. Find the database name. Provide screenshot. [10 points]
2. Find the table name. Provide screenshot. [10 points]
3. Find the column names within the table. Provide screenshot. [10 points]
4. Retrieve the user credentials from the selected columns. Provide screenshot. [10 points]
Hints: There are two database functions that can be used to do these steps, the first is union.  union allows two queries to be executed at one time.  However, union will only work if the total number and the data types of the columns in each query match.  By using the cancat function, several columns can be combined into one, helpful for step 4.

What to submit 

Submissions should be neatly organized and should show complete understanding of any topics written about or questions answered.  Screenshots should be included whenever possible.
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