Assignment 
Total point: 100

Part A [50 points]
Input Sanitization: In this assignment, you will complete hands-on lab to avoid common security defects and to write a secure program with input validation. Topics include consequence of malicious injections and effective secure input validation.

Goto https://sites.google.com/site/smsdproject/home/data-sanitization-for-input-validation 
Review the pre-lab section. Then, complete hands-on lab, provide screenshots for grading. 
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[bookmark: _GoBack]Part B: [50 points] 
In this section, you will learn how to do output encoding to avoid attacks within mobile apps. 
Goto, https://sites.google.com/site/smsdproject/home/data-sanitization-for-output-encoding
Complete hands-on part of output encoding for grading, and provide your screenshots.
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Data Sanitization for Input Validation

This module provides learning materials that allow students to avoid common security defects and to write a secure program with input validation. Topics
include consequence of malicious injections and effective secure input validation

Ethics

The attack method discussed here is for education purpose. Readers should perform gracefully based on hacking ethics and should not spread or utilize the
code in this lab to harm other Android phone users to gain their own benefits. A more thorough specification of hacking ethics can be found here and here.
Please read them carefully. You should never attempt to penetrate that system or adversely affect that system's operation. Such actions are a violation of
university policy and, in some cases, violations of State and Federal law. Likewise, you should refrain from writing computer viruses, worms, self-reproducing
code, or other kinds of potentially damaging software for this course unless you have explicit, written approval for the specific type of software that you wish
to create. These kinds of programs are notoriously difficult to control and their release (intentional or otherwise) can result in substantial civil and criminal
penalties. Please read and review the ACM Code of Ethics and Professional Conduct.

Pre-Lab
Hands-on Lab Practice

Post-Lab
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Data Sanitization for Output Encoding

This module provides learning materials that allow students to avoid common security defects and to write a secure program with output encoding. Topics
include consequence of malicious injections and effective secure output encoding.

Ethics

The attack method discussed here is for education purpose. Readers should perform gracefully based on hacking ethics and should not spread or utilize the
code in this lab to harm other Android phone users to gain their own benefits. A more thorough specification of hacking ethics can be found here and here.
Please read them carefully. You should never attempt to penetrate that system or adversely affect that system's operation. Such actions are a violation of
university policy and, in some cases, violations of State and Federal law. Likewise, you should refrain from writing computer viruses, worms, self-reproducing
code, or other kinds of potentially damaging software for this course unless you have explicit, written approval for the specific type of software that you wish
to create. These kinds of programs are notoriously difficult to control and their release (intentional or otherwise) can result in substantial civil and criminal
penalties. Please read and review the ACM Code of Ethics and Professional Conduct.

Pre-Lab
Hands-on Lab Practice

Post-Lab




