 


web server security 
Assignment: Total Point: 100
apache web server basic authentication brute force attack and apache web server hardening
[bookmark: _bookmark1]Lab Description: This lab is designed to demonstrate web server security issues by performing a brute force basic authentication attack on the server. This lab also shows how to scan for and fix common Apache web server vulnerabilities.
Lab Environment: This lab is designed to be run in an isolated network environment with a Linux server and a Windows client. The examples in this lab were created on RedHat Enterprise Linux (RHEL) 6.4, Windows 10 and Kali Linux all running in virtual machines hosted on VMware Workstation 14. Similar Linux servers and Windows clients in a virtual environment are suitable for successful competition of this lab.
Lab Outcomes: 
· Learners will perform a basic authentication brute force attack on a web server, perform a scan for common Apache web server vulnerabilities, and then harden the server against these vulnerabilities.
· Learners will do this by using Kali Linux and open source software hydra and nikto to brute force basic authentication credentials and also scan for common Apache web server vulnerabilities. 
· Learners should produce a userid and password combination that will work on the web server, and also produce an Apache web server that is hardened against common vulnerabilities.
Lab Files that are Needed: While not required, an Apache configuration file for hardening (hardening.conf) is included for convenience.



SCENARIO
RedHat Linux - Apache Web Server - "victim"
	Previous configured DNS for "www.looneytunes.com"
	Previously configured Apache Web Server for basic authentication
		User: test
		Password: P@ssw0rd

Kali Linux - "attacker"

Kali setup
Make sure you can connect to the Apache web server. In the following examples, the 
In Kali, Launch Firefox
http://www.looneytunes.com
[bookmark: _GoBack]Click on "Authenticated user access"
You should be able to access using:
Username: test
Password: P@ssw0rd

kali setup - brute force
Research Hydra. More information is available online at
http://sectools.org/tool/hydra/
You can also look at the hydra man page for more information:
# man hydra

You can also get hydra module specific information. For example:
# hydra -U http-get
Module http-get requires the page to authenticate.
For example:  "/secret" or "http://bla.com/foo/bar" or "https://test.com:8080/members"

Q: 	In hydra, what does the "-t 16" option do?

Q: 	In hydra, what does the "-m /userauth" option do?

kali - brute force
Using Hydra, create a brute force password attack for the user "test" against the Apache web server basic authentication page.
For example:
# hydra -l test -P /usr/share/wordlists/rockyou.txt -t 16 -m /userauth/ www.looneytunes.com http-get

You should see something similar to:
[DATA] max 16 tasks per 1 server, overall 16 tasks, 14344399 login tries (l:1/p:14344399), ~896525 tries per task
[DATA] attacking http-get://www.looneytunes.com:80//userauth/
[STATUS] 4618.00 tries/min, 4618 tries in 00:01h, 14339781 to do in 51:46h, 16 active
[80][http-get] host: www.looneytunes.com   login: test   password: P@ssw0rd
1 of 1 target successfully completed, 1 valid password found

Kali - scan web server - setup
Scan the webserver for other vulnerabilities using Nikto.
First, research Nikto. More information is available at:
https://cirt.net/nikto2

You should also read the nikto man page:
# man nikto

Q: 	How do you specify a host to scan with Nikto?

Kali - scan web server
Scan web server for vulnerabilities

# nikto -h www.looneytunes.com

You should see something similar to:

- Nikto v2.1.6
---------------------------------------------------------------------------
+ Target IP:          192.168.17.128
+ Target Hostname:    www.looneytunes.com
+ Target Port:        80
+ Start Time:         22:10:42 (GMT-5)
---------------------------------------------------------------------------
+ Server: Apache/2.2.15 (Red Hat)
+ Server leaks inodes via ETags, header found with file /, inode: 670206, size: 145, mtime: Fri Feb 16 21:57:00 2018
+ The anti-clickjacking X-Frame-Options header is not present.
+ The X-XSS-Protection header is not defined. This header can hint to the user agent to protect against some forms of XSS
+ The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site in a different fashion to the MIME type
+ Apache/2.2.15 appears to be outdated (current is at least Apache/2.4.12). Apache 2.0.65 (final release) and 2.2.29 are also current.
+ Allowed HTTP Methods: GET, HEAD, POST, OPTIONS, TRACE 
+ OSVDB-877: HTTP TRACE method is active, suggesting the host is vulnerable to XST
+ OSVDB-3268: /icons/: Directory indexing found.
+ OSVDB-3233: /icons/README: Apache default file found.
+ 8327 requests: 0 error(s) and 9 item(s) reported on remote host
+ End Time:           22:11:03 (GMT-5) (21 seconds)
---------------------------------------------------------------------------

hardening apache web server
Fixing Apache web server vulnerabilities

Q:	What vulnerabilities were found on your Apache web server?


Hardening Apache Web Server
Create a new config file to be loaded with Apache:
/etc/httpd/conf.d/hardening.conf

ETags
ETag is an HTTP response header that allows remote users to obtain sensitive information like inode number, child process ids, and multipart MIME boundary. ETag is enabled in Apache by default.
To prevent this vulnerability, disabling ETag is recommended.

Add the following lines to 
/etc/httpd/conf.d/hardening.conf

# Disable ETags
FileETag None

Secure Apache from clickjacking attacks
Clickjacking, also known as "User Interface redress attack," is a malicious technique to collect an infected user's clicks. Clickjacking tricks the victim (visitor) into clicking on an infected site.

To avoid this, you need to use X-FRAME-OPTIONS to prevent your website from being used by clickjackers.

Add the following lines to 
/etc/httpd/conf.d/hardening.conf

# Prevent clickjacking
Header append X-FRAME-OPTIONS "SAMEORIGIN"

Secure Apache from XSS attacks
Cross-site scripting (XSS) is one of the most common application-layer vulnerabilities in Apache server. XSS enables attackers to inject client-side script into web pages viewed by other users. Enabling XSS protection is recommended.

Add the following lines to 
/etc/httpd/conf.d/hardening.conf

# Prevent Cross-site scripting
<IfModule mod_headers.c>
    Header set X-XSS-Protection "1; mode=block"
</IfModule>

Hide the Apache version
This will  prevent potential attackers from determining if your Apache server is out of date.

Add the following lines to 
/etc/httpd/conf.d/hardening.conf

# Hide the Apache version
ServerSignature Off
ServerTokens Prod

MIME Sniffing
The X-Content-Type-Options response HTTP header is a marker used by the server to indicate that the MIME types advertised in the Content-Type headers should not be changed and be followed. This allows to opt-out of MIME type sniffing, or, in other words, it is a way to say that the webmasters knew what they were doing.

Add the following lines to 
/etc/httpd/conf.d/hardening.conf

# Prevent MIME sniffing
X-Content-Type-Options: nosniff

HTTP request methods
Apache support the OPTIONS, GET, HEAD, POST, CONNECT, PUT, DELETE, and TRACE method in HTTP 1.1 protocol. Some of these may not be required, and may pose a potential security risk. It is a good idea to only enable HEAD, POST, and GET for web applications.

Add the following lines to 
/etc/httpd/conf.d/hardening.conf

# Prevent unsafe methods
TraceEnable off


Now, restart the apache webserver:
# service httpd restart

Now run the scan again:
# nikto -h www.looneytunes.com

Q:	Are there any issues remaining?

Puzzler
Q: 	What are some other popular web server software packages available? Do any of those packages make security a priority?





What to submit 

Submit answer sheet with your answers to the following questions:

Q: 	In hydra, what does the "-t 16" option do? [10 point]

Q: 	In hydra, what does the "-m /userauth" option do? [15 point]

Q: 	How do you specify a host to scan with Nikto? [15 point]

Q:	What vulnerabilities were found on your Apache web server? [20 point]

Q:	Are there any issues remaining? [20 point]

Q: 	What are some other popular web server software packages available? Do any of those packages make security a priority? [20 point]
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