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Contact Email: | | Contact Phone: |
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Organization Address: | |

Organization Website: | |

Section Il = Project for Which Students Will Participate

1. Project title: |Impact of External Social Factors on Corporate Security Breaches

2. Description of Project - Please give a brief description of the project (including
background, problem statement, and objectives)

The goal of this project is to find out if there is a relationship between a company's external
activities (Political or Social), the company's internal activities (business process/purpose), and
their chances of being breached. Breaking down various company profiles and their external
exposure, students would create a correlation model to see what factors, if any, increase or
decrease the likelihood of cyber attacks and then build a predictive model to test the
hypothesis.

- In 2014, Sony Pictures was hacked by a group in North Korea, due to the release of The
Interview which satirized Kim Jung Un in a negative light.

- In 2016, the Democratic National Committee was hacked by Russians to help guide the
presidential campaign in a more favorable light.

- The Hactivist group, Anonymous, has done multitudes of hacks, based upon actions by
groups that they felt were in need of punishment

What actions do people, companies, and organizations take that may or may not make them
more likely to get hacked and how does that impact their overall security posture? Are cyber
attacks based upon opportunity, coincidence, or correlation?
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3. What technical skills/requirements should your ideal students have for this
project?

Data science and data mining
Research, analytical, writing skills
Data visualization - dashboard development, user interface, etc.

4. Duties of the Students — Please indicate the tasks/deliverables and the approximate
amount of time the students will spend on each as a percentage of their overall time.

25% - Research factors that might have led to corporate/organizational data breaches.

45% - Collect data and look for correlative relationships.

30% - Build predictive model to test overall hypothesis.

5. What is the benefit of this project to the students? — Please indicate how the project
benefits the student’s educational and professional growth

Gives the student group real world experience with solving problems and addressing future
needs, within the corporate environment. It will also help provide students with the
opportunity to practice data analysis to provide a marketable solution.

6. What will the company provide to students to carry out this project? (Such as
training, data, equipment, traveling, etc.)

Consultation and mentoring to students to help address and move past issues that might
occur. Also will assist in directing groups to possible data sources.




<<Please return to dtatum7@kennesaw.edu with Request Form(s) >>

Please contact the CCSE Industry Liaison, Dawn Tatum at dtatum7@kennesaw.edu or
at (470) 578-3797, if you have any questions!

We look forward to hearing from you and receiving your proposals!
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