IT 6823 LM 5. Authentication System 
Learning Material

Note: The learning material is composed of a list of web links, videos, and other materials screened and/or created by the instructor. The material is organized by student outcomes. Essential information is included in this document and students are recommended to go to the links to learn more about a specific topic. 

Overview
The module covers the basic components of authentication system including challenge-response authentication, password (most commonly used authentication system) and attacks to password system, and other authentication system such as biometrics and location-based authentication, etc. 
Authentication is a part of Protect phase in the NITS security framework. Authentication (identity management) is closely coupled with access management which is covered in LM4. 

Student Learning Outcomes
· Define identity management and explain how it’s different from access management
· Identity - “The set of attribute values (i.e., characteristics) by which an entity is recognizable and that, within the scope of an identity manager’s responsibility, is sufficient to distinguish that entity from any other entity”. Source: https://csrc.nist.gov/glossary/term/identity 
· Authentication - “Verifying the identity of a user, process, or device, often as a prerequisite to allowing access to resources in an information system”. Source: https://csrc.nist.gov/glossary/term/authentication 
· Authorization - “The right or a permission that is granted to a system entity to access a system resource”. Source: https://csrc.nist.gov/glossary/term/authorization 
· Identity management is about authentication which is a process of verifying the identity of a user or process. Access management is about authorization which is the process of granting permission to an entity after it’s authenticated.  

· Describe the components of authentication system. 
· Ways to authenticate (pros and cons of each type)
a) Something You Are - this tends to be the strongest and hardest to crack—it’s not easy to replicate an iris scan or duplicate a fingerprint. However, the technology to deploy this type of authentication is expensive and does not translate easily to all the ways we access resources. 
b) Something You Have -this has become increasingly popular given our general unwillingness to detach from our mobile phones. This type of access control typically takes the form of a one-time token key that you get from an external source (a key, your email, a text message, or an authentication app). Traditionally, providing users with the device that delivers the token key has been the biggest deterrent to wider deployment, but today with most users having smart devices always available, the something you have method of authentication is gaining ground.
c) Something You Know - the most common example of this is our passwords—no special hardware needed for bio-scans, no additional tools needed to provide secret codes. This is why it is so important that you create passwords that are hard to guess. 
· Single factor vs. multifactor authentication. MFA combines two different methods of authentication (i.e. a password and a token) to provide greater security when proving your identity.
Source for information above:  https://frsecure.com/blog/what-authentication-means-in-information-security/ and https://www.iovation.com/topics/multifactor-authentication
· Two-step authentication vs. two-factor authentication
Source: https://lifehacker.com/the-difference-between-two-factor-and-two-step-authenti-1787159870 

· Describe the challenge-response authentication 
Challenge Response Authentication Mechanism (CRAM) is the most often used way to authenticate actions. They are a group of protocols in which one side presents a challenge (to be answered) and the other side must present a correct answer(to be checked/validated) to the challenge in order to get authenticated.
Also need to know the types of questions and ways CRAM is executed. 
Source: https://www.geeksforgeeks.org/challenge-response-authentication-mechanism-cram/ 

· Discuss the factors in the security of a password system and attacks to password system.
· Focus on “Choosing a secure and memorable password”, “Factors in the security of a password system”, “Storage of Password” and “Password security architecture” sections in
https://en.wikipedia.org/wiki/Password#Form_of_stored_passwords 
· Just need to know those attacks to password system
Source: https://solutionsreview.com/identity-management/the-top-7-password-attack-methods-and-how-to-prevent-them/ 
· Example of Minimum Length Calculation 
Question
· Passwords drawn from a 96-char alphabet
· Can test 104 guesses per second (G)
· Probability of a success to be 0.5 (P) over a 365-day period (T)
· What is minimum password length?
· Solution
· N ≥ TG/P = (365246060)104/0.5 = 6.311011
· Choose L such that 96L ≥ N
· So, L ≥ 6, meaning passwords must be at least 6 chars long

· Explain the how does single sign-on (SSO) work
Focus on what is SSO, SSO workflow, SSO token, and security of SSO. 
Single sign-on (SSO) is an authentication method that enables users to securely authenticate with multiple applications and websites by using just one set of credentials.
[image: How does SSO work? - service provider initiated workflow. ]
Source: https://www.onelogin.com/learn/how-single-sign-on-works 

· Describe different types of biometrics and location-based authentication
· Common types of biometrics authentication. 
  Source: https://www.iovation.com/topics/biometric-authentication 
- Location-based authentication 
  https://www.secureauth.com/blog/identity-101-what-are-geo-location-and-geo-velocity 
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