IT 6823 LM 9. Intrusion Detection System
Learning Material

Note: The learning material is composed of a list of web links, videos, and other materials screened and/or created by the instructor. The material is organized by student outcomes. Essential information is included in this document and students are recommended to go to the links to learn more about a specific topic. 

Overview
The module gives an overview of different intrusion detection system. There are a lot of terms and concepts.  The learning material is mainly based on the following survey paper which is provided in the D2L course website as a PDF file. We refer it as The Survey Paper thereafter the remaining of the document. 
Khraisat, A., Gondal, I., Vamplew, P. et al. Survey of intrusion detection systems: techniques, datasets and challenges. Cybersecur 2, 20 (2019). https://doi.org/10.1186/s42400-019-0038-7
Intrusion Detection System is in Detect phase in the NITS security framework. 

Student Learning Outcomes

· Define Intrusion Detection System and its main benefits
· Intrusion: Intrusion can be defined as any kind of unauthorized activities 
· An IDS is a software or hardware system that identifies malicious actions on computer systems in order to allow for system security to be maintained. 
· Zero-day attack - An attack that exploits a previously unknown hardware, firmware, or software vulnerability. Source: https://csrc.nist.gov/glossary/term/Zero_Day_Attack 
· Compare and contrast SIDS and AIDS
· What’s SIDS and AIDS
· Pros and cons of each system: 
 [image: Pros and cons of SIDS vs. AIDS. ]
Source: Page 3 and table 2 of The Survey Paper 
· Compare and contrast HIDS and NIDS
· What’s HIDS and NIDS
· Pros and cons of each system: 
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Source: Page 4 “Intrusion Data Sources” and Table 4 of The Survey Paper
· Describe the techniques for the implementation AIDS
· Three main groups: statistics-based, knowledge-based, machine learning based. 
· Don’t need to know the details of each techniques. But need to what each technique is about. 
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Source: “Techniques for implementing AIDS” section of The Survey Paper. 
· Explain the performance metrics of IDS
“Performance metrics of IDS” section of The Survey Paper. 
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- Very effective in identifying intrusions with
minimum false alarms (FA).

« Promptly identifies the intrusions.

« Superior for detecting the known attacks.

- Simple design

- Could be used to detect new attacks.
- Could be used to create intrusion signature

+ Needs to be updated frequently with a new signature.

- SIDS is designed to detect attacks for known signatures. When a previous

intrusion has been altered slightly to a new variant, then the system would be
unable to identify this new deviation of the similar attack.

- Unable to detect the zero-day attack.

- Not suitable for detecting multi-step attacks.

- Little understanding of the insight of the attacks

+ AIDS cannot handle encrypted packets, so the attack can stay undetected and
can present a threat.

- High false positive alarms.

« Hard to build a normal profile for a very dynamic computer system.
« Unclassified alerts.

« Needs initial training.





image2.png
Table 4 Comparison of IDS technology types based on their positioning within the computer system

Advantages

Disadvantages

Data source

Technology HIDS

NIDS

« HIDS can check end-to-end encrypted
communications behaviour.

- No extra hardware required.

- Detects intrusions by checking hosts file
system, system calls or network events.

- Every packet is reassembled

- Looks at the entire item, not streams only

-Detects attacks by checking network
packets.

-Not required to install on each host.

«Can check various hosts at the same
period.

<Capable of detecting the broadest ranges
of network protocols

- Delays in reporting attacks

- Consumes host resources

- Needs to be installed on each
host.

« It cah monitor attacks only on
the machine where it is installed.

«Challenge is to identify attacks
from encrypted traffic.
-Dedicated hardware is required.
«It supports only identification of
network attacks.

<Difficult to analysis high-speed
network.

~The most serious threat is the
insider attack.

- Audits records, log files, Application Program
Interface (API), rule patterns, system calls.

Simple Network Management Protocol
(SNMP)

“Network packets (TCP/UDP/ICMP),
“Management Information Base (MIB)
“Router NetFlow records
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