IT 6823 LM 8. Vulnerability Analysis and Penetration Testing
Learning Material

Note: The learning material is composed of a list of web links, videos, and other materials screened and/or created by the instructor. The material is organized by student outcomes. Essential information is included in this document and students are recommended to go to the links to learn more about a specific topic. 

Overview
The module introduces the basics of vulnerability analysis and penetration testing which have the same objective: evaluate the system to identify any security weak points. A vulnerability analysis is usually an automated high-level test searching for potential vulnerability in the system. Penetration testing on the other hand, is more targeted and hands-on process testing and exploit weakness in the system. 
Vulnerability analysis and penetration testing is covered in details in IT 6843 Ethical Hacking: Network Security and Penetration. 
Vulnerability analysis and penetration testing is a part of Detect phase in the NITS security framework. 

Student Learning Outcomes
· Describe what is vulnerability assessment and its main benefits. 
· Definition – “A network vulnerability assessment is a process of identifying security vulnerabilities in systems, quantifying and analyzing them, and remediating those vulnerabilities based on predefined risks”
· Benefits: 
Closing down security gaps
Getting compliant
Maintaining strong security 
· Source: https://purplesec.us/perform-successful-network-vulnerability-assessment/ 

· Explain the steps in the vulnerability assessment process
For what each step does, and tools used. 
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· Source: https://purplesec.us/perform-successful-network-vulnerability-assessment/ 
· CVSS (Common vulnerability scoring system)
Be able to know what is CVSS and rating table. 
Source: https://nvd.nist.gov/vuln-metrics/cvss 

· Discuss why penetration testing is needed. 
· Definition – “A penetration test is a simulated attack to exploit weaknesses and vulnerabilities on a system, network, application, website, wireless network, or employees”.
· Benefits: 
· Determining weakness in the hardware, software, or human assets of an organization in order to develop controls.
· Maintaining the 3 triads of cyber security – Confidentiality, Integrity, and Availability.
· Ensuring that controls which have been implemented are adequate.
· Providing intelligence and insight of an organization’s security measures by understanding how it could be and likely will be attacked and what steps should be taken to secure the organization.
· Improving the overall security posture of an organization
· Source: https://purplesec.us/penetration-test/ 

· Explain the approaches and types of penetration testing
· 3 approaches - Focus on the characters of each type and its advantages. 
· Black Box
· White Box
· Gray Box
Source: https://purplesec.us/types-penetration-testing#Involve 
· 5 types pen testing – focus what each type does and main benefits. 
· Network Services
· Web Application
· Client Side
· Wireless
· Social Engineering
· Physical Penetration Testing
                           Source: https://purplesec.us/types-penetration-testing/#Types 








· Compare and contrast vulnerability scan and penetration testing
The table below provides a good summary. Need to know the benefits and limitations of each types of testing. 
	Items
	Vulnerability scan
	Penetration Cost

	Objectives
	Identify and report potential vulnerabilities in the system
	Simulated attacks to detect and exploit weakness in the system

	Process
	Often automated, high level test
	Hands-on by a real person

	Results
	Less accurate and less details
	More accurate and thorough 

	Cost
	Generally, very affordable
	More costly

	Time to complete 
	Quick to complete 
	Take more time (1 day to weeks)

	Frequency 
	Weekly/monthly/quarterly
	Annually or after significant change


Source: https://www.securitymetrics.com/blog/pentesting-vs-vulnerability-scanning-whats-difference 
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1.Conduct Risk Identification And Analysis

Identify all assets that are a part of an information systemina
company. With a complete list of all IT equipment, companies
can start assigning risks to each asset in order to account for

most situations that may arise.

2. Develop Vulnerability Scanning Policies

The policy or a procedure should have an official owner that is in
responsible for everything that is written inside. The policy
should also be approved by upper management before taking
effect.

3. Identify The Type Of Scans

Depending on the software that is running on the system you
need to scan and secure, you need to determine the type of scan
to be performed in order to get the most benefit. Types of scans

include network, host based, wireless based, and applications.

4. Configure The Scan

To configure a vulnerability scan you must: add a list of target
IPs, define port ranges and protocols, define the targets, and set
up the aggressivness of the scan, time, and notifications.

5. Perform The Scan
The scanning tool will fingerprint the specified targets to gather
basic information about them. With this information, the tool will

proceed to enumerate the targets and gather more detailed
specifications such as ports and services that are up and running.

6. Evaluate And Consider Possible Risks
Risks associated with performing a vulnerability scan pertain
mostly to the availability of the target system. If the links and
connections cannot handle the traffic load generated by the
scan, the remote target can shut down and become unavailable.

7. Interpret The Scan Results

If there is a public exploit available for a vulnerability that you
found in your system, giving priority to that vulnerability should
take precedence over other vulnerabilities found that are
exploitable but with far more effort.

8. Create A Remediation & Mitigation Plan

Information security staff should prioritize the mitigation of each
vulnerability. The Information security staff and IT staff need to
communicate and work closely together in the vulnerability
mitigation phase in order to streamline the resolution process.




