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Lecture 2 – Engineering Ethics

Objectives: To gain awareness of what “Engineering Ethics” is, its significance, and how to address ethical issues that may arise in engineering professions.

Engineering is a field of innovation and creation, but it carries a profound responsibility. Engineers design and build the technologies that shape our world, and with this power comes a great ethical duty. In this chapter, we will delve into the realm of engineering ethics, exploring what it is, why it is vital, what guides our ethical decisions, and how to systematically apply the ethical decision-making process to navigate complex moral dilemmas.

2.1 What is Engineering Ethics?
Engineering ethics is a set of principles, values, and moral guidelines that assist engineers to be good and responsible at their jobs. It encompasses a code of conduct that engineers should adhere to in their practice. These include making sure things they design/build are safe, being transparent and honest, caring about the welfare of the public and the environment, and treating everyone fairly. Engineers should also do their work well, even if it means admitting mistakes. If they see something wrong at work, they should tell someone. Overall, engineering ethics is about being a good and trustworthy engineer who does the right thing for people and the world. 

2.2 Significance of Engineering Ethics
Ethical considerations are at the heart of engineering because the products and systems engineers profoundly impact society, and with that impact comes great responsibility. Imagine a world where engineers prioritize their conflict of interests over their responsibilities, profit over safety, cost-effectiveness over environmental sustainability, or enhanced security over user privacy. Such a world would be fraught with dangers and injustices. Hence, Engineering Ethics guides engineers in navigating complex moral issues and ensures that their work serves the best interest of humanity and does not harm it. 

[bookmark: _Hlk164529929]2.3 Codes of Ethics
Many engineering organizations and professional societies have established codes of ethics that outline the fundamental principles and guidelines for ethical behavior in the field. These codes serve as a framework for ethical decision-making. One prominent example is the IEEE (Institute of Electrical and Electronics Engineers) Code of Ethics for Electrical and Computer Engineers. A summary of the IEEE Code of Ethics is given below:

The IEEE members recognize the impact of our technologies on quality of life all over the world, and commit to uphold the highest ethical and professional conduct in all professional activities, and agree to:

I. Uphold the highest standards of integrity, responsible behavior, and ethical conduct.
1. Prioritize the safety, health, and welfare of the public. Comply with ethical design and sustainable development practices. Protect the privacy of others and promptly disclose potential dangers to the public or the environment.
2. Improving understanding of technological capabilities and societal implications.
3. Avoid conflicts of interest & disclose them to affected parties. 
4. Avoid unlawful conduct and reject all forms of bribery.
5. Provide honest criticism, acknowledge/correct errors, be honest/realistic when making estimates based on data, and give proper credit to others.
6. Maintain and enhance technical competence; provide service only if qualified.

II. Treat all fairly/respectfully. Avoid harassment, discrimination, and injuring others.
7. Treat everyone fairly and with respect. Do not discriminate based on characteristics such as race, religion, gender, disability, age, national origin, etc.
8. Avoid all harassment, including sexual harassment or bullying behavior.
9. Avoid injuring others, their property/reputation/employment via false/evil actions. 

III. Ensure code is upheld by colleagues and coworkers.
10. Support coworkers in upholding the code and avoid retaliation against those reporting violations of ethical or safe practices.

These codes provide a moral compass for engineers, guiding them in ethical decision-making. Key terms in Engineering Ethics that capture the spirit of this term include Safety, Integrity, Sustainability, Accountability, Transparency, Continuous Learning, Honesty, Quality, Respect, and Responsibility.

2.4 Ethical Decision-Making Process
Engineering often presents complex ethical dilemmas. To navigate the process of making ethical decisions, engineers follow a structured process:

Step 1) Classify Issues: Determine what the ethical issues or dilemmas are at hand.

Step 2) Identify Stakeholders: Determine who will be affected by the decision.

Step 3) Gather Information: Collect all relevant facts and data related to the issue.

Step 4) Explore Options: Generate a list of possible solutions.

Step 5) Consider Consequences: Evaluate each option's potential impact on stakeholders and seek advice if needed. 

Step 6) Decide: Choose the course of action that aligns with ethical principles and minimizes harm.

Step 7) Act: Implement the chosen solution effectively and ethically.

2.5 Putting Ethics into Practice
Let’s put the ethical decision-making process into practice with real-world case studies:

Case Study 1 – Privacy vs. Security: John is an electrical engineer working for a leading tech company that specializes in developing Internet of Things (IoT) devices. His team is designing a new smart home security system with cameras, sensors, and a cloud-based monitoring service. The system aims to provide homeowners with enhanced security and convenience. How can John and his team apply the ethical decision-making process to guide them?

Step 1: Classify Issues (Determine the primary ethical issues or dilemmas involved in the situation).

In this case study, the primary issue is the balance between privacy and security in the design of IoT devices.

Step 2: Identify Stakeholders (Identify all parties who will be affected by the decision)

In this case, stakeholders include homeowners, the engineering team, the company, and potential users of the IoT devices.

Step 3: Gather Information (Collect all relevant facts and data related to the ethical dilemma)

This includes understanding the capabilities of the IoT devices, the potential privacy concerns, and the security benefits.

Capabilities of the IoT devices
· Capable of continuous monitoring (video and audio footage inside the house) 

Potential Privacy Concerns
· Continuous monitoring may violate the privacy of homeowners.
· Storing videos in the cloud raises concerns about data security and potential unauthorized access.
· Homeowners may not be fully aware of the extent of data collection and may not have given informed consent.

Potential Security Benefits
· Enhanced security due to continuous monitoring and ability to quickly respond to security threats such as emergencies or break-ins.
· Provides convenience and peace of mind to homeowners to monitor property when away from home.
· The company benefits by providing a secure and feature-rich product that meets the needs of the customers and increases business for them.

Step 4: Explore Options (Generate a list of possible solutions or courses of action). 

Options might include:

· Privacy-Centric Approach: Advocate for a design that prioritizes user privacy by minimizing data collection, obtaining explicit user consent, and implementing strong encryption.
· Balanced-Approach: Propose a compromise that balances security and privacy by providing users with options to customize the level of monitoring and data retention, while still providing strong encryption.
· Security-Centric Approach: Argue for a system that prioritizes security features and data collection, emphasizing the benefits to homeowners.

Step 5: Consider Consequences (Evaluate the potential consequences of each option on stakeholders and seek ethical advice as needed).

Consider how each option may impact homeowners’/potential users’ privacy and the Engineering team/company’s reputation. If necessary, seek advice from ethical experts.

Homeowners Privacy:
· A privacy-centric approach gives homeowners control over the security system; however, they may not have the right settings to help in the event of an emergency and may not be able to benefit from the system as it was not used effectively. 
· A balanced approach gives the right balance, but homeowners may not have the best settings to give optimal performance, so security might be compromised.
· The security-centric approach seems to provide good settings but doesn’t give homeowners many privacy options.

Engineering Team and Company:
· The privacy-centric and balanced approach may not be optimal for the engineering team and company to market their device’s ability to provide a good monitoring system if it cannot record continuously. 
· The security-centric approach helps the company market its devices effectively and demonstrates their benefits when used to their full potential.

Step 6: Decide (Choose the course of action that aligns with ethical principles and minimizes harm to stakeholders). 

Make a well-informed decision that considers the ethical values of privacy, security, and user consent.
· Consider telling homeowners the benefit of the security system, obtain consent to keep the device at the highest security level to provide the best protection the device can offer, provide strong encryption, and consider giving the option to record data locally or store it on cloud-based (with strong encryption and dual identity verification)

Step 7: Act (Implement the chosen solution effectively and ethically). 

Ensure that all necessary steps are taken to put the decision into action while considering the interests and rights of stakeholders.

By following these seven steps, the engineering team can navigate the ethical dilemma related to privacy and security in their IoT device design and make a responsible and ethical decision.

Case Study 2 – Environmental Impact vs Cost-effectiveness: Alice works as a computer engineer for a large tech company that operates multiple data centers globally. Her team is responsible for managing the data center infrastructure, ensuring efficient operations, and minimizing costs. How should Alice’s team consider the trade-off between environmental responsibility and cost-effectiveness (as energy-efficient technologies often require substantial upfront investments). Apply the 7-step approach to get a better understanding of the situation and to figure out a solution.

2.6 Explore Further
Find a topic related to an engineering ethics case study of your choice from a text or the internet, and apply the ethical decision-making process discussed. Make sure to outline the ethical issues and propose potential solutions, including expressing how the solutions relate to the IEEE Code of Ethics. 

2.7 Conclusion/Summary of Key Points
1. Engineering ethics is a set of principles, values, and moral guidelines that assist engineers in developing the mindset to be responsible at their jobs.
2. Ethical decisions in engineering ensure that engineers’ work benefits society and contributes to the integrity and dignity of the profession. 
3. Code of Ethics by engineering organizations and professional societies provides the fundamental principles and guidelines for ethical behavior in the field. Key components of the IEEE Code of Ethics are briefly mentioned: 
a. Uphold the highest standards of integrity, responsible behavior, and ethical conduct.
b. Treat all fairly/respectfully. Avoid harassment, discrimination, and injuring others.
c. Ensure code is upheld by colleagues and coworkers.
4. Ethical decision-making process provides a step-by-step process to navigate complex ethical dilemmas in a structured process:
a. Classify the issues
b. Identify stakeholders
c. Gather relevant information
d. Explore possible options
e. Consider consequences for each option
f. Decide an Action
g. Act upon the Action
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