Industrial Control System Security Laboratory Project
Deep Packet Analysis with Wireshark

Lab Objective
The objective of this lab is to use Wireshark for deep packet inspection.
In this lab, you will learn to:
· Analyze HTTP, FTP, and Modbus packets with Wireshark.
Lab Environment
This lab requires Wireshark and capture files.
Lab Duration
30 minutes
Lab Tasks
Analyze packets using Wireshark.  
Background
Wireshark is a Free and open source packet analyzer. It is used for network troubleshooting, analysis, software and communications protocol development, and education. Wireshark can be used to perform deep packet analysis of data on a network. Once network access is obtained, the network can be scanned for packets using Wireshark.  The packets captured can then be used for further analysis. Full documentation for Wireshark can be found at https://www.wireshark.org/#learnWS. Before starting this lab, we will first need to download and install Wireshark. It is available in https://www.wireshark.org/. 

Lab Scenario
The packets captured on a network can be analyzed to determine patterns in information.  For this lab you will perform packet analysis on HTTP, FTP, and Modbus protocols.
Lab Procedure-Using Wireshark
There are two different types of inspection when dealing with packets: shallow packet inspection and deep packet inspection. Each type of inspection is used for various tasks and has their advantages and disadvantages. 
Deep packet inspection (DPI) allows the Application, Presentation, Session, and Transport layers in the OSI model to read the payload of the packet. The reading of the payload can be beneficial in instances where viruses and malware may hide in the payload of a packet. 
In this lab, we will examine a sample .pcap (or “.pcapng”) files that were obtained through monitoring Modbus, FTP, and HTTP communications.
PART I
1. Launch Wireshark. Click File-Open and select the provided HTTP.pcapng file.  Fig 1
[image: Wireshark analyzer screenshot. Use Open.]
Fig. 1
2. Packets captured previously will be displayed in Packets window. Fig. 2
[image: Wireshark analyzer screenshot showing network traffic. ]
Fig. 2
3. [image: ]Set a filter to display all HTTP packet details. Fig. 3










Fig. 3
4. The Hypertext Transfer Protocol (HTTP) is an application protocol for distributed, collaborative, hypermedia information systems. HTTP is the foundation of data communication for the World Wide Web. Hypertext is structured text that uses logical links (hyperlinks) between nodes containing text.
· In viewing the HTTP packets listed, can you determine which Website the packets originate? _______________________________
The contents of the HTTP frame offer details on three main commands. Fig. 4
· GET- Requests data from a specified resource
· PUT - Uploads a representation of the specified URI
· [image: ]POST- Submits data to be processed to a specified resource




Fig. 4
5. Select packet number 328 from the packet pane to view the details of the HTTP GET command.
· From what host does the HTTP data originate? ______________________  Fig. 5
	
	




	

Fig. 5
4. Packet inspection scenario:
For this exercise, we will perform a packet inspection to determine what type of images are being transferred across the local network.
Select packet number 564 from the packet pane and expand the JPEG Interchange Format details. Fig. 6

	







Fig 6
The goal of this packet inspection scenario is to extract the .jpeg file to determine what type of graphic it actually is.
5. Extract the .jpeg file:
Step 1:  On the menu bar towards the top of the Wireshark program click on "FILE", go down to "Export Objects", next click on "HTTP" Fig. 7
Step 2:  Click Packet Number 564 on the HTTP object list. Fig. 7a
Step 3:  Click "Save As", choose a name for a folder where these files will be saved, click "OK"
Step 4:  Open up your Internet Browser (Chrome, Firefox, etc.) and place the browser on the opposite side of your screen.  
Step 5:  Left-Click the file and drag over to the center of your Internet Browser then release.
Step 6:  You should now see the graphic.

Screenshot 1: Please take a screenshot of the graphic and post it to your answer sheet. 

[image: Screenshot example in Wireshark. ]
Fig. 7
[image: Please take a screenshot of the graphic and post it to your answer sheet. ]
Fig. 7a
6. Close the browser and HTTP.pcapng file.
Part II
Examine the contents of an FTP session
File Transfer Protocol (FTP) is a standard network protocol used to transfer computer files between a client and server on a computer network.  FTP is built on a client-server model architecture and uses separate control and data connections between the client and the server.
1. Click File-Open and select the provided FTP.pcap file.  Set the filter to FTP. Fig. 8
[image: Click File-Open and select the provided FTP.pcap file]
Fig. 8
2. Now we will add a filter to Wireshark that includes a source address. In this case, the source IP is the server. Type the following in the filter box and click Apply: 
ip.src == 192.168.0.193 
[image: ip.src == 192.168.0.193 ]
Fig. 9
3. Change the source address to the client IP address by adjusting the IP address to 192.168.0.114

4. Click on packet number 5 and expand the File Transport Protocol (FTP) details. Fig. 10

[image: Click on packet number 5 and expand the File Transport Protocol (FTP) ]
Fig. 10
· Question 1: What is the client user name for this FTP session? _____________________
· Question 2: What is the password to complete the session establishment? ______________
5. Apply the following filter and select packet number 33 to view the  size of the file requested on the server side of the session: Fig. 11
[image: Apply the filter and select packet number 33 to view ]
Fig. 11
6. Apply a final filter to try to determine the contents of the file transferred from the server. Fig. 12
[image: Apply a final filter to try to determine the contents of the file transferred from the server]
Fig. 12
7. Close the FTP.pcapng file.
Part III
Modbus TCP/IP is simply the Modbus Remote Transmission Unit (RTU) protocol with a TCP interface that runs on Ethernet. The Modbus messaging structure is the application protocol that defines the rules for organizing and interpreting the data independent of the data transmission medium.  Modbus/TCP is typically used with control systems communication. Please make sure you read the following two links about Modbus and PLC before you proceed; otherwise, the following section may not make too much sense to you; 
https://en.wikipedia.org/wiki/Modbus
https://en.wikipedia.org/wiki/Programmable_logic_controller

The Modbus/TCP frame structure:
[image: Modbus/TCP frame structure] 
During the Query and Response process between the programming device and PLC, Modbus uses function codes to determine what action the devices must take.  There are eight basic function codes used during the communication process.
[image: Query and Response process between the programming device and PLC] 
By applying Modbus filters in Wireshark, we can determine what function the devices are performing at a given moment.
1. Click File-Open and select the provided modbus.pcapng.  Set the filter to Modbus. 
2. Select packet number 3.  This should be the first packet in the sequence. Expand Modbus/TCP and Modbus in the details pane. Fig. 13
  [image: Expand Modbus/TCP and Modbus in the details pane]Modbus

Fig. 13
3. In packet sequence #3, 192.168.1.145 is the programming device and 192.168.1.3 is the PLC.  The payload of the TCP transmission contains the following information. Fig. 14
[image: In packet sequence #3, 192.168.1.145 is the programming device and 192.168.1.3 is the PLC]
[image: Modbus data unit example.]
Fig. 14

4. For every query, there should be a response.  Packet number 3 contains the transaction ID of 509.  The response from the PLC should have the matching ID (509). This is packet number 5 in your capture.
The query is asking for the status of two coils in the program, as noted in the Bit Count.  The response from the PLC returns the status of the coils with a data code of x03, meaning both outputs are currently ON. I.e. 00000011. If there were 3 outputs that were on and being monitored in this program, the query Bit Count would be 3 and the response Data would be 07
The Read Coil Status query specifies the starting coil (output channel) and quantity of coils to be read. The Read Coil Status in the response message is packed as one coil or channel per bit of the data field as 1 for ON (conducting current), and 0 for OFF (not conducting).
Viewing the output of both Query and Response packets, it is noted that for the status of the coils read, a response is sent. Fig. 15 and 15a
[image: modbus protocol packet inspection in wireshark.]
Fig 15

[image: modbus protocol packet inspection.]
Fig 15a.
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110.011529 192.168.0.114 .0.193 FTP 60 Request: FEAT
12 0.013500 192.168.0.193 .0.114 FTP 133 Response: 211-Extensions supported:
130.013710 192.168.0.114 .0.193 FTP 80 Request: CLNT FlashFxp 3.4.0.1145
14 0.014991 192.168.0.193 .0.114 FTP 88 Response: 200 "FlashFxp 3.4.0.1145" noted.
150.017594 192.168.0.114 .0.193 TP 61 Request: WD /

Frame 4: 84 bytes on wire (672 bits), 84 byres captured (672 bits)
Ethernet II, Src: Asustekc_40:76:ef (00:15:f2:40:76:ef), DSt: HonHaiPr_6e:8b:24 (00:16:ce:6e:8b:24)
Internet Protocol version 4, src: 192.168.0.193, Dst: 192.168.0.114

Transmission control protocol, src Port: 21 (21), Dt Port: 1137 (1137), Seq: 1, Ack: 1, Len: 30
File Transfer protocol (FTP)
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No. Time Source Protocol Length_Info.
©20.002319 192.168.0.193 192.168.0.114  TCP 6221 - 1137 [SYN, ACK] Seq=0 Ack-1 Win-16384 Len-0 MS5-1452 SACK_PER!

40.004309 192.168.0.193 192.168.0.114 FTP 84 Response: 220 Chris sanders FTP server

60.006560 192. .193 192.168.0.114 FTP 91 Response: 331 Password required for csanders.

80.000936 192. .193 192.168.0.114 FTP 84 Response: 230 User csanders logged in.

10 0.011397 192. .193 192.168.0.114 FTP 73 Response: 215 UNIX Type: L8

12 0.013500 192. .193 192.168.0.114 FTP 133 Response: 211-Extensions supported:

14 0.014901 192. .193 192.168.0.114 FTP 88 Response: 200 "FlashFxp 3.4.0.1145" noted.

16 0.022128 192. .193 192.168.0.114 FTP 109 Response: 250 CWp command successful. "/" is current directory.

18 0.024814 192. .193 192.168.0.114 FTP 85 Response: 257 "/" is current directory.

24 2.655705  192. .193 192.168.0.114 FTP 74 Response: 200 Type set to I.

262.659071 192. .193 192.168.0.114 FTP 67 Response: 213 4980924

28 2.663711 192 103 192.168.0.114 ETP 103 Response: 227 Entering Passive Mode (192,168,0,193,28,86)
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No. Time

30.002338
5 0.005259
7 0.007647
9 0.010088

11 0.011529

13 0.013710

150017594

17 0023511

19 0.175118

20 0.345347

22 0.449805

Source. Destination
192.168.0.114 192.168.0.193
192.168.0.114 192.168.0.193
192.168.0.114 192.168.0.193
192.168.0.114 192.168.0.193
192.168.0.114 192.168.0.193
192.168.0.114 192.168.0.193
192.168.0.114 192.168.0.193
192.168.0.114 192.168.0.193
102.168.0.114 192.168.0.193
192.168.0.114 63.245.209.21

192.168.0.114 63.245.200.21

Expression... Clear Apply Save

Protocol Length_Info
Tcp 541137 ~ 21 [ACK] Seq=1 Ack=1 Win=17424 Len=0
FTP 69 Request: USER csanders

FTe 65 Request: PASS echo

e 60 Request: SYST

e 60 Request: FEAT

e 80 Request: CLNT Flashexp 3.4.0.1145

e 61 Request: cWD /

1o 50 Request: PWD

541137 - 21 [ACK] Seq=77 Ack=316 Win=17109 Len=0
54 4844 ~ 80 [FIN, ACK] Seq=1 Ack=1 Win=16755 Len=0
54 4844 ~ 80 [ACK] Seq=2 Ack=2 Win=16755 Len=0

i

[stream index: 0]

[TCP Segment Ler

151

Sequence number: 1

[Next sequence number: 16
Acknowledgnent number: 31
Header Length:

(relative sequence number)
(relative sequence number)]
(relative ack number)

20 bytes,

Flags: 0x018 (PSH, ACK)
window size value: 17394
[calculated window size: 173941

[window size scaling factor: -2 (no window scaling used)]

© Checksum: 0x0298 [validation disabled]

[Good Checksum:

False]

[Bad checksum: False]
urgent pointer: 0
[SEQ/ACK analysis]

© File Transfer protocol (FTP)
B USER csanders\rin
Request command: USER

Request arg:

csanders
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No. __Time

12 0.013500
14 0.014991
16 0.022128
18 0.024814
24 2.655705
26 2.659071
28 2.663711

33 2.667464
34 2.668383
35 2.668689
37 2.670340

Source

102,
102.
102.
102.
102.
102.
102.

168.
168.
168.
168.
168.
168.
168.

103
103
103
103
103
103
103

192.168.0.193
192.168.0.193
192.168.0.193
192.168.0.193

102,
102.
102.
102.
102.
102.
102.

168.
168.
168.
168.
168.
168.
168.

192.168.0.114
192.168.0.114
192.168.0.114
192.168.0.114

Expression... Clear Apply Save

Protocol Length Info
ETP 133 Response
ETP 88 Response:
ETP 109 Response
ETP 85 Response:
ETP 74 Response:
ETP 67 Response!
ETP 103 Response
FTP 158 Response
FTP-DATA 1506 FTP Data!
FTP-DATA 1506 FTP Data:
FTP-DATA 1506 FTP Data

211-Extensions supported:

200 "FlashFxp 3.4.0.1145" noted.

250 cwp command successful. "/" is current directory.
257 "/" is current directory.

200 Type set to I.

213 4980924

227 Entering Passive Mode (192,168,0,193,28,86)

150 Data connection accepted from 192.168.0.114:114
1452 bytes
1452 bytes
1452 bytes

transfer starting for Music.mp3 (4980924 bytes).
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Fiter: | ip.src==192168.0.193 && ftp-data
No.

34 2.668383
35 2.668689.
37 2.670340
38 2.670640

Ethernet II, Src:
Internet Protocol Version 4, Src:

Source
192.168.0.193
162.168.0.193

192.168.0.193
192.168.0.193

192.168.0.114
102.168.0.114

Expression..

Protocol
FTP-DATA
FTP-DATA
FTP-DATA
FTP-DATA

Clear Apply Save

Length_Info
1506 FTP Data: 1452 byt
1506 FTP Data: 1452 bytes
1506 FTP Data: 1452 bytes
1506 FTP Data: 1452 bytes

Frame 34: 1506 bytes on wire (12048 bits), 1506 bytes captured (12048 bits)
Asustekc_40:76:ef (00:15:F2:40:76:ef), DSt: HonHaiPr_6e:8b:24 (00:16:ce:6e:8b:24)

192.168.0.193, Dst: 192.168.0.114

© Transmission Control Protocol, src Port: 7254 (7254), Dt Port: 1140 (1140), Seq: 1, Ack: 1, Len: 1452
source Port: 7254
Destination port: 1140

[stream index:

2]

[TcP segment Len: 1452]

Sequence number: 1
[Next sequence number:

Acknowledgnent number: 1

Header Length:

Flags: 0x010

20 bytes,
(ack)

window size value: 65535
[calculated window size: 65535]
[window size scaling factor:

& Checksum: 0xa394 [validation disabled]

[Good Checksum: False]
[Bad Checksum: False]

urgent pointer

o

[SEQ/ACK analysis]
FTP Data (1452 bytes data)

0000 00 16 ce 6e
0010 05 d4 29 6e
0020 00 72 ic 56
0030 Ff ff a3 04
0040 54 41 4c 42
0050 77 6e 20 41
0060 30 30 36 20
0070 54 49 54 32
0080 20 32 4d 43
0090 39 00 36 00
00a0 38 00 37 00
00b0 32 00 00 00
00c0 54 43 4F de
00d0 77 6e 50 52
0060 56 61 6 75
00f0 00 11 00 00
0100 00 84 0d 00
0110 55 6e 6b 6e
0120 45 4e 00 00
Pt it
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Function code  Description

1 Read Coil.

2 Read Discrete Input.

3 Read Holding Register.
4 Read Input Register.

5 Write Coll.

6 Write Register.

15 Write Cols.

16 Write Registers.
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Fitter: | modbus | Expression... Clear Apply Save

lo. _Time Source Destination Protocol Length_Info
30.077528 192.168.1.145 192.168.1.3 Modbus/TCP 66  Query: Trans:  509; unit:
50.079630 192.168.1.3 192.168.1.145 Modbus/TCP 66 Response: Trans:  509; Unit
80.327218 192.168.1.145 192.168.1.3 Modbus/TCP 66 Query: Trans:  510; Unit
100.329200 192.168.1.3 192.168.1.145 Modbus/TCP 67 Response: Trans:  510; Unit
12 0.577545 192.168.1.145 192.168.1.3 Modbus/TCP 66 Trans:  S11; unit
14 0.579515 192.168.1.3 192.168.1.145 Modbus/TCP 66 Trans:  S511; unit
17 0.827328  192.168.1.145 192.168.1.3 Modbus/TCP 66 : Trans:  256; unit
190.829252 192.168.1.3 192.168.1.145 Modbus/TcP 67 Trans:  256; Unit
221.077654 192.168.1.145 192.168.1.3 Modbus/TCP 66 Trans:  257; unit
241.079570 192.168.1.3 192.168.1.145 Modbus/TCP 66 : Trans:  257; unit:
261.327605 192.168.1.145 192.168.1.3 Modbus/TCP 66 Trans:  258; unit
281.320710 192.168.1.3 192.168.1.145 Modbus/TcP 67 Trans:  258; unit
301.577187 192.168.1.145 192.168.1.3 Modbus/TCP 66 : Trans: 259 unit:
321.579182 192.168.1.3 192.168.1.145 Modbus/TCP 66 Trans:  259; unit
381.827662 192.168.1.145 192.168.1.3 Modbus/TCP 66 Trans: 2603 unit
401.820748 192.168.1.3 192.168.1.145 Modbus/TcP 67 : Trans:  260; unit:
452.077602 192.168.1.145 192.168.1.3 Modbus/TCP 66 Trans:  261; unit
47 2.079551 192.168.1.3 192.168.1.145 Modbus/TCP 66 Trans:  261; unit
49 2.327625 192.168.1.145 192.168.1.3 Modbus/TcP 66 : Trans:  262; unit

PRRRRRRRRRRpRR R R R R

Func:
Func
Func
Func:
Func
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Func
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Func:
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Func
Func:
Func
Func
Func:

: Read

Read
Read

: Read

Read
Read

: Read

Read
Read

: Read

Read
Read

: Read

Read
Read

: Read

Read
Read

: Read

coils
coils
Holding
Holding
coils
coils
Holding
Holding
coils
coils
Holding
Holding
coils
coils
Holding
Holding
coils
coils
Holding

Registers
Registers

Registers
Registers

Registers
Registers

Registers
Registers

Registers

% Frame 3: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface 0
® Ethernet II, Src: IntelCor_6: 4 (60:67:20:63:41:14), DSt: HostENgi_90:1a:07 (00
® Internet Protocol version 4, src: 192.168.1.145, Dst: 192.168.1.3
® Transmission Control Protocol, src Port: 53818 (53818), DSt Port: 502 (502), seq: 1, Ack: 1, Len: 12
= modbus/TCP

Transaction Identifier: 509

Protocol Identifier: 0

Length: 6

Unit Tdentifier: 1
5 modbus

Function Code: Read Coils (1)

Reference Number: 1

Bit count: 2

07)
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Fields Length | Description - Server
Transaction 2 Bytes | Identification of Recopied by the
Identifier MODBUS Request / server from the
Response transaction. received
request
Protocol Identifier | 2 Bytes | 0 = MODBUS protocol Recopied by the
server from the
received
request
Length 2 Bytes | Number of following | Initialized by the | Initialized by
bytes client ( request) | the server (
Response)
Unit Identifier TByte | Identification of a Tnitialized by the | Recopied by the

remote slave
connected on a serial
line or on other buses.

client

server from the
received
request
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| Expression... Clear Apply Save

Protocol Length_Info
Modbus/TCP
Modbus /TCP

102.168.1.3 102.168.1.145

Frame 3: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface 0
Ethernet II, Src: IntelCor_63:41:14 (60:67:20:63:41:14), DSt: HoSTENgi_90:1a:07 (00:€0:62:90:1a:07)
Internet protocol version 4, src: 192.168.1.145, Dst: 192.168.1.3

© Transmission Control Protocol, src Port: 53818 (53818), Dst Port: 502 (502), seq: 1, Ack: 1, Len: 12
source Port: 53818

Destination Port: 502

[stream index: 0]

[TcP segment Len: 121

Sequence number: 1 (relative sequence number)
[Next sequence number: 13 (relative sequence number)]
Acknowledgnent number: 1 (relative ack number)

Header Length: 20 bytes
Flags: 0x018 (PSH, ACK)
window size value: 19293
[Calculated window size: 192931
[window size scaling factor: -1 (unknown)]
© Checksum: 0x20d4 [validation disabled]
[Good Checksum: False]
[Bad checksum: False]
urgent pointer: 0
& [SEQ/ACK analysis]
[eytes in flight: 121
[Pou size: 12]
& wodbus/TcP
Transaction Identifier: 509
Protocol Identifier: 0

Length: 6
Unit Identifier: 1
& Modbus

Function Code: Read Coils (1)
Reference Number: 1
Bit count: 2
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Fiter: | modbus | Expression... Clear Apply Save
No. Time Source

Protocol

Modbus/TCP

Frame 5: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface 0

Ethernet II, Src: Hostengi_90:1a:07 (00:e0:62:90:1a:07), Dst: IntelCor_63:41:14 (60:67:20:63:41:14)

Internet Protocol vVersion 4, src: 192.168.1.3, Dst: 192.168.1.145

& Transmission Control Protocol, Src Port: 502 (502), Dst Port: 53818 (53818), Seq: 1, Ack: 13, Len: 10
source Port: 502

Destination Port: 53818

[stream index: 0]

[TcP segment Len: 101

Sequence number: 1 (relative sequence number)
[Next sequence number: 11 (relative sequence number)]
Acknowledgment number: 13 (relative ack number)

Header Length: 20 bytes
Flags: 0x018 (PSH, ACK)
window size value: 8192
[calculated window size: 81921
[window size scaling factor: -1 (unknown)]
© Checksun: 0x4b29 [validation disabled]
[Good Checksum: False]
[Bad checksum: False]
urgent pointer: 0
& [SEQ/ACK analysis]
[eytes in flight: 10]
[PoU size: 10]
& wodbus/TcP
Transaction Identifier: 509
Protocol Identifier: 0

Length: 4
Unit Identifier: 1
& Modbus

Function Code: Read Coils (1)
[Request Erame: 31
Byte Count: 1
pata: 03
© Vss-Monitoring ethernet trailer, source Port: 2
src Port: 2
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