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Much relevant information is routinely collected in EHRs in the process of patient care. In 2003, the Institute of Medicine identified eight core functions that EHR systems should be capable of performing in order to promote safety, quality and efficiency in health care. These functions include
· health information and data
· result management
· order management
· decision support
· electronic communication and connectivity
· patient support
· administrative processes and reporting
· reporting and population health
· Additional functions common to EHRs include alerts for clinical preventive services, drug-drug interactions and drug allergies. 
Organizations have taken several approaches to obtaining a system with the needed functionalities. Purchasing a comprehensive system (often referred to as the “single-vendor strategy”) has been the most common approach among U.S. hospitals, but some piece together elements from different systems (e.g., scheduling, billing, and EHRs) and there is variation in what information is included in EHRs in different organizations.
EHRs typically include a patient’s demographic information, personal and family medical history, allergies, immunizations, medications, health conditions, contact and insurance information, as well as a record of what has occurred during visits with the provider.243 Information may be collected both at sign in at the registration desk and during the visit with the provider.
Patient-reported data
· Basic contact, insurance, and demographic information about patients is collected at the registration desk or in the waiting room. 
· Patients may also be asked for pertinent information about their health. 
· Some providers use iPads or computer kiosks that allow patients to enter information directly into their EHR. 
· Some also have patient portals that allow patients to view their information and to communicate with their health care providers. 
· These can be set up to directly interface with the EHR, creating source of information within the EHR. 
· One benefit of collecting some information directly from patients through a written or computerized questionnaire or patient portal is that it gets around the difficulty of getting staff to ask patients for information about such topics as race/ethnicity or sexual orientation
· In recent years, there has been increasing effort to promote standardized collection of race, ethnicity and language data by registration staff in response to policy initiatives as well as accreditation requirements. Efforts often include staff training and patient education. For example, the Hospital Association of Rhode Island received funding for a five-hospital pilot to improve collection of race and ethnicity data. Its pilot included input from stakeholders on which granular ethnicity categories should be collected, standard interview scripts for staff to collect patient information, and materials to educate patients on why they were collecting the data


Clinical encounter data
· Data collected during office visits and entered by the clinician into patient records during a visit may include reason for the visit, height, weight, vital signs, patient reported symptoms and characteristics (such as behavior and lifestyle), diagnoses, treatments and tests ordered, and medications prescribed. Information the pharmacy, laboratory and radiology are often incorporated into the EHR. This should include test results and imaging from other systems.
· Clinical information may be entered in a structured format where the clinician can select from standard, predetermined categories such as diagnosis or procedure codes or medication list.
· Clinicians may also enter information in free-text notes in their own words or the patient’s words. For a condition such as autism spectrum disorder, relevant information may be entered as a diagnostic code or in free text about symptoms suggest the diagnosis or about patient or parental reports of such a diagnosis in the past. Diagnostic information may also be implied by the clinician’s prescription choices.
· Although the use of electronic health records creates opportunities for standardizing much patient care information by setting requirements for data fields, many clinicians prefer to record information in the unstructured manner that was used when entering information into paper charts. Many clinicians have traditionally audio-recorded their notes from the visit, and voice recognition software can now transcribe audio-recording into free-text fields in the EHR. This  preference may disappear over time as younger medical students who grew up using computers enter clinical practice. Whether information in an EHR is structured or unstructured has important implications for research, which will be described later in this report, but today most information contained in EHRs is unstructured.
Claims/billing information
· Many providers have electronic practice management systems that handle functions like scheduling, billing, and collections. 
· Such systems are increasingly being integrated with electronic health records. 
· Although this is being done for practice management purposes, it can make the overall data system more useful for research. 
· Billing systems can have more complete diagnostic and procedure information than do EHRs.
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Example: Potential Structure and Information in an HER
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Beyond keeping meticulous and clear records, groundbreaking EHR systems provide key functionality, such as interoperability for healthcare providers to effectively work with other providers.
By giving healthcare providers access to a patient’s complete health information, an EHR can help reduce errors, improve patient safety and support the total health of the patient.
A fully functional EHR system can help healthcare providers offer better healthcare to patients by:
1. Enabling quick access to patient records for more coordinated yet efficient care
2. Making prescribing safer and more reliable
3. Reducing costs through decreased paperwork and less duplication of testing

[bookmark: _Toc533889991]1. Online appointment booking
This is an absolute must-have unless you’re using separate medical practice management software. No one wants to have to call to book—not in 2017. Most EHR systems now offer integrated scheduling tools that connect directly to your practice calendar.
[bookmark: _Toc533889992]2. Integrations
Most EHRs also connect with labs so you can share information with other healthcare providers and provide them with a comprehensive picture of all the clinicians involved in the patient’s care. Interoperable systems cut down on paperwork, reduce costs, and make it easy for you and your patient to keep results in order and ready to view from anywhere.
At the CHIME16 Fall CIO Forum, Intermountain Healthcare CIO Marc Probst pointed out that data silos kill hundreds of thousands of patients and waste billions of dollars each year.
Health tech regulations are increasingly incentivizing greater interoperability. Probst also called for federally mandated healthcare interoperability standards.
The College of Healthcare Information Management Executives is pushing organizations to adopt a national patient identifier, which could help providers pass information about patients between healthcare organizations without interoperable health technology.
[bookmark: _Toc533889993]3. Patient portal with secure messaging
Patient portals have become nearly ubiquitous among EHRs, in part because they’re incentivized under Meaningful Use. But they’re not all created equal.
When choosing an EHR system, ask whether patients can view their charts, treatment plan, diagnoses, appointment history, vaccination records, lab results, and outstanding balances. This isn’t a comprehensive list, but it’ll get you started. Also, find out whether patients can request refills and contact your practice directly through the portal.
A patient portal with secure messaging can reduce no-shows, provide instant and secure information to authorized patients, and overall contribute to a highly interactive doctor-patient experience. Give your patients the convenience they want while enhancing the privacy and security of patient data with an end-to-end EHR system.
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Good EHR systems provide detailed FAQs and offer expensive consultants.
Great EHR systems provide excellent and responsive customer support, coupled with a user-friendly interface at a low cost. Your time should be spent delivering excellent service to your patients and not troubleshooting technical issues.
Phenomenal EHR systems helps healthcare providers improve productivity and meet their business goals with an efficient onboarding process. Ask your EHR vendor about building in free and unlimited support into your agreement.
[bookmark: _Toc533889995]5. Patient referrals
Sending and tracking the source of referrals can be a huge headache for your medical practice and is often simply ignored. An EHR system with patient referral capabilities saves you and your patient time while providing a creative way to track customer satisfaction. Send the right patient to the right doctor every time while improving patient and provider interaction and communication. Include continuity of care (CCD) records with your referrals to make sure crucial health information gets transferred too.

[bookmark: _Toc533889996]3. Selecting and Choosing an EHR: Five questions to ask: How to choose the right EHR
Selecting the right EHR system can improve patient outcomes and save time and money for your practice, but how do you choose the right one?
Start by finding out what existing users think of their EHR in the 2014 Black Book rankings. Brown-Wilson asks physicians every year to rate the top EHRs on the market for its annual survey. In 2014, over 22,000 physicians participated in the survey, ranking EHRs on criteria such as Support and Customer Care, Reliability, Implementation, and Training.
After you’ve created a list of potential EHRs, contact the vendors to schedule a demo and ask them the questions below:
[bookmark: _Toc533889997]1. Does this EHR meet my current and future needs?
Establish the requirements (and nice-to-haves) of your new EHR, and see if the vendor’s EHR addresses them.
Questions to ask the vendor:
· Is it easy to use?
· How does it ensure the privacy, security, and backup of my files?
· Does it integrate with other products, such as practice management software, billing systems, and public health registries?
· Is it certified for Meaningful Use Stage 1 and Stage 2?
· Can it help meet PQRS standards?
· Will it fully support ICD-10 at the deadline?
· How often are new features released?
· Is it HIPAA compliant?
· Does the vendor integrate ideas submitted by users?
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Some EHRs have a high initial sticker price. Others may cost less, but require a hefty fee to maintain or upgrade certain features, such as e-prescribing. Others are free, but don’t have all the features or support you need. Spending on EHRs is projected to jump this year, so make sure you know all the current and projected costs of your EHR down the road.
Questions to ask the vendor:
· What is the start-up price?
· Will I have to buy any licenses, and how often will I have to renew them?
· Are there upgrades free?
· Is there a fee for interfacing with labs or imaging centers?
· Does any functionality require a fee?
· Will I have to upgrade my existing hardware?
· Is there an added cost with customizing workflow templates?

[bookmark: _Toc533889999]3. Will the transition be easy?
The ability to implement quickly and get your staff up to speed is vital to ensuring a smooth transition for your practice. Cloud-based EHRs can prevent the headache of buying new hardware and installing a system, but any EHR you choose has to be easy to use to make training your staff quick and efficient. Get a clear understanding from the vendor on the implementation process and timeline.
Questions to ask the vendor:
· How long will it take to get started?
· Is training provided?
· Is there assistance for scanning paper files or transferring electronic files?
· What’s the typical length of time for practices to get up and running with this EHR?

[bookmark: _Toc533890000]4. What kind of support will I receive?
Even with a system that’s easy to use, helpful and available customer service is key to help you get the most out of your EHR. Some of your staff may require a little extra help to get started, learn a new feature, or understand something like Meaningful Use.
Questions to ask the vendor:
· What support will I receive during and after implementation?
· Is your support unlimited? Is it free?
· Do you offer support from live people?
· If I have an issue, how will you help me resolve it?
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To capture and share patient data efficiently, practices need an EHR that stores information in a structured format. CMS and the Office of the National Coordinator for Health Information Technology (ONC) have established criteria and standards for structured data that EHRs must use in order to qualify for government-sponsored incentive programs.
Questions to ask the vendor:
· Is this EHR certified for Meaningful Use?
· What programs can I participate in with this EHR?
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[bookmark: _Toc533890003]1. Is your EHR improving your practice’s efficiency?
If you’ve fully implemented an EHR and you don’t feel your practice is seeing increased efficiency in your day-to-day workflows, then it’s probably time to start evaluating other systems that may work better for you.
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Regular and ongoing support issues with your EHR are probably a good indicator that there are better solutions to meet your practice’s needs. If technical issues are interfering with your workflow, requiring staff time to resolve, or raising the cost of your EHR budget, it’s probably time to move on from your current vendor. Evaluate if you have all the support and resources you need with the following questions:
· How often do you have issues with your EHR that require staff time to reach out to your vendor for help?
· Is support from your vendor free?
· Is support available to you 24/7 via web trainings (videos and webinars) and forums when you can’t talk to a live person?
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The average physician’s office spends $44,000 over five years implementing an EHR, and only 27% of physician practices report a net positive gain on their investment in an EHR. If your EHR costs are constantly rising, and the incremental costs of operating your system aren’t what the vendor told you they would be, you can find a better solution that meets your needs while still being affordable — if not free.
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Unfortunately, there is not a universal, one size fits all recommendation practices should follow when choosing an EHR system. Rather, practices must first consider how individual circumstances will define the EHR product they will choose. A practice should determine whether an EHR is appropriate for the size of the organization. An organization should not only consider whether an EHR fits within its budget, but also whether the system’s workflows are designed to accommodate a practice’s volume of patients. As such, a facility should review all available resources to assist during the vendor selection process, in order to be certain an EHR is an appropriate fit.
In a similar vein, during the selection process practices should also consider whether they want an on-premises or cloud-based EHR. On-premises EHRs require physical space to accommodate the necessary hardware, dedicated IT staff, and require an upfront investment in the required hardware, whereas a cloud-based system does not require a practice to dedicate space and capital toward on-site hardware.
Lastly, it is important for an organization to consider which system has the best tools for patients. The level of importance this has will depend on services offered and the type of patient population being served. Some types of practices require a greater level of patient engagement through a patient portal, whereas others may find other patient-centered features such as electronic registration or appointment reminder features are a better investment.
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Security considerations factor heavily in the EHR selection process for two reasons. The first, and most obvious, rests on the fact that organizations have a legal obligation to properly protect patient health information. Secondly, a data breach is costly. According to the Ponemon Institute, a data breach, on average can cost an organization over $5 million in lost system downtime, and loss of information assets. Accordingly, a significant part of the obligation to protect patient health information involves selecting an EHR that is designed in a way that offers adequate security.  

Once the EHR selection criteria has been established, the selection team should generate a list of questions that can be directed to vendors to assist in the EHR selection and decision-making process. Although the list of questions that can be asked is not limited, important questions that should be asked include:
1. What is the total cost of ownership for this product?
2. What security features does the product offer?
3. What type of support is offered with the product?
4. What type of assistance does the vendor provide during implementation?
5. How are updates and other add-ons handled by the vendor?

Planning the selection process is one of the most important administrative tasks a practice can undertake given the costs of not making the right decision. Therefore it is important to have a set of clear objectives in mind, but also understand how to ask the right questions in order to make the information gathering process as rigorous as possible.   
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